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VI. INDUSTRY INTERIM PROGRESSREPORTS

The reports that follow were voluntarily provided by severa industry sectors and partnerships,
representing a sample of progress and activities within industry over the last year and a haf on critica
infrastructure protection. The critical infrastructure industries vary widely in their cultures, industry
structures, and ways of operating, reflecting and responding to their different market structures, current
competitive processes, and regulatory regimes. These reports reflect those differences and at the same
time reflect a common business perspective and approach to the issues, starting with a development of an
industry business case for action, and including finding the most efficient ways of addressing the issue,
such as learning and joining with each other to address common issues and concerns.

This section includes reports from:

Banking and Finance Sector

Thisjoint report by the sector and the Department of Treasury was provided through the Department of
Treasury and describes the accomplishments and activities supporting PDD-63 by the banking and
finance industry.

Electric Power Sector

The Secretary of Energy asked the North American Electric Reliability Council (NERC) to take on the
sector coordinator role for the electric power sector. Because of its long history of providing aforum for
electric operations representatives from all parts of the industry to come together to work on reliability
issues, it aready had an organizational and procedura structure to address the issue of electric
infrastructure protection. Itsreport, originaly provided to NERC's Board of Trustees in October 2000,
documenting its progress and activities follows.

Oil and Gas Sector

The National Petroleum Council (NPC), a CEO advisory council to the Secretary of Energy, was asked to
take on the role of sector coordinator for thisindustry. It tasked aworking group consisting of executive
management representatives from awide range of industry institutions to develop a plan and approach to
addressing the concerns addressed in PDD-63. The following report represents the substance of the
progress of that task force that was presented to the NPC in the fourth quarter of 2000.

The Partnership for Critical Infrastructure Security (PCIS)

The Partnership provides a forum for cross-sector didogue. The Coordinating Committee of the
Partnership, consisting of representatives from al the active industry sectors, and other founding industry
representatives, provided an interim status report on its organizing activities and progress. The
Coordinating Committee has also provided as part of their report an interim report from their working
group on Policy and Legal Issues that are of particular concern to industry.
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Banking And Finance
Introduction

Presdentid Decision Directive 63 assigned Treasury “lead agency” responsibility for working
with the banking and finance sector of the economy, a responsibility managed by Treasury's
Office of Financid Indtitutions Policy. Treasury Assstant Secretary Gregory Baer serves as
Sector Liaison. After consultation with the industry, Treasury named Steve Katz, Chief
Information Security Officer of Citigroup, as the industry's Sector Coordinator. Together,
Treasury and the industry are responsible for carrying out anumber of tasks, including:

Assessing the vulnerabilities of the sector to cyber and physicd attacks,
Recommending a plan to diminate sgnificant vulnerabilities,

Devdoping an information sharing system for identifying and preventing mgor attacks,
Proposing an agenda of research and development for information systems security;
Developing an education and outreach program to increase awareness of industry
infrastructure security risks; and

Providing content for the industry's contribution to the National Plan.

The Banking and Finance Sector

According to the Federd Reserve, a year-end 1999, total credit market assets held by U.S.
financid inditutions amounted to about $19.6 trillion The largest indtitutions by category were
commercid banks ($4.6 trillion in assets), insurance companies ($2.4 trillion in assets), mutud
funds ($2.3 trillion), pension funds ($1.8 trillion), and thrift indtitutions ($1.3 trillion); the
remaining assets were distributed among finance and mortgage companies, securities brokers and
deders, and various other financid inditutions. Banking and finance dso includes, and is
criticaly dependent upon, avariety of specidized service organizations such as securities and
commodities exchanges, funds transfer networks, payment networks, clearing companies, trust
and custody firms, depositories, and messaging systems. These systems areincreasingly
deployed globdly, among inditutions, utilities (such as exchanges and clearing entities) and
counter-parties.

Moreover, driven by competitive pressures to acquire increasingly sophisticated and costly
technology, banking and financid firms have become progressively more dependent on
outsourcing certain activities and relying on third-party providers of systems and gpplications
software, aswe| as technicaly skilled personnd. Although not members of the banking and
finance sector as traditionaly defined, the latter firms now have become an indispensable part of
the banking and finance infrastructure.

Early studies of banking and finance concluded that this sector is probably better prepared than
most other sectors of the U.S. economy to protect itself against cyber and other infrastructure
threats. This"preparedness’ islargdy dttributed to the pervasive understanding in the industry
that consumer confidence in the safety and reliability of the financid system is absolutdy
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essentid for continued success and to the long legacy of federd regulation of mgor categories of
financia indtitutions, such asinsured depositories and securities brokers and dedlers.

The fact remains, however, that the environment evolves, and infrastructure protection measures
mugt evolvein tandem. In the case of banking and finance, anumber of mgor trends have been
identified that dmogt certainly will mean new or dtered vulnerabilities, thereby requiring thet
exigting infrastructure protection measures be modified and strengthened and that additiona ones
be implemented. These trends include:

Consolidation. Ongoing mergers and acquisitions have led to substantial consolidation
throughout banking and finance, resulting in grester concentration of assets and fewer
sources of support services. This may mean potentialy more risk to the financid system
in the event of difficulties a individud entities.

Globalization. Financid transactions and activities now routindy “follow the sun,” in
that they are carried out “24 by 7,” at times with little regard for politica or nationa
boundaries. The ubiquity of the Internet allows customers, counter-parties,
intermediaries, principa inditutions, and others to interoperate and intercommunicate on
agloba bass. More consolidations are cross border and cross cultural, projecting risks
and vulnerabilities onto a globd stage.

Reengineering. Financid inditutions continue to eliminate redundant operations and
facilities, amplify systems and processes, and generdly to reduce personnel cogts. This
may increase the risks associated with facility concentration, the use of * off- the-shelf”
software, and dissatisfied employees.

Decentralized Technology. Traditiona centrdized, limited-access computer systems are
rapidly being replaced or supplemented by decentralized, open-access systems. Thismay
increase the risk of unauthorized, potentidly maevolent access to financid indtitutions
data and/or control of ingtitutions' computer systems.

Alternative Channels. Financid sarvicesincreasingly are distributed via channdls other
than traditiond brick and mortar offices. Points of entry into an inditution’s systems
now often include card- activated terminas, wired and cellular telephones, and persond
computers, wherever located. This may increase the risk of unauthorized access.

Public Infrastructure. Financid ingtitutions have increased their reliance on public
shared data networks to receive and transmit information and funds, and to provide
services to consumers.  Shared networks are unlikely to be as secure as proprietary or
leased, dedicated networks.

Interdependencies. Banking and finance increasingly depends on externd service
providers, both basic and specidized in nature. Basic services include dectrica energy
and telecommunications, both being absolutely essentid to the provison of financid
services. Specidized servicesinclude those provided by information and data processing
firms, systems and gpplications software firms, and firms providing sophisticated
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information on financid markets worldwide. Denid of service from any of these externd
service providers may increase vulnerabilitiesin the banking and finance sector.

Recent Cyber Attacks

The urgency of addressing the issues outlined above is made clear from even a brief accounting
of cyber incidents that occurred just thisyear. For example:

In December, Creditcard.com was the victim of an extortion attempt by a cyber thief accused of
hacking into its Site and exposing more than 55,000 credit card numbers on the Internet.

In September, Western Union customer information was exposed while the website was
undergoing maintenance. Hackers made electronic copies of credit and debit card information of
15,700 customers.

In Augug, two Kazakhstan men were arrested in London for breaking into Bloomberg L.P.'s
New Y ork computer system in an attempt to extort $200,000 from the business news service and
its owner.

In May, the "Lovebug" virus was unleashed by an individua residing in Manila, overloading
corporate e-mail sysemsin numerous countries and causing damages estimated at up to $10
billion.

In March, two British teens were arrested for breaking into e-commerce Internet Stesin five
countries and stedling information from 26,000 credit card accounts.

In February, mgjor U.S. e-commerce Sites were disrupted with distributed denia of service
attacks, causing over $1.2 billion in damages. Also, adisgruntled Chinese national employee a
Deutsch Morgan Grenfdll in New York planted a“time bomb" in a computer program that cost
DMG $50,000 to fix.

Industry Activitiesand Accomplishments

Asafirg step toward the private sector outreach mandated by PDD-63, former Secretary Robert
Rubin convened a Treasury information security conference on October 7, 1998. Attendees
included alarge number of industry information security officers and representetives of the
financia regulatory agencies and others with adirect interest in criticd infrastructure protection.

Industry representatives at the October 7 conference readily agreed that the goas of PDD 63
were worth pursuing, and they agreed to create and support what is now known as the Banking
and Finance Sector Coordinating Committee on Critical Infrastructure Protection (the
Coordinating Committee), chaired by Sector Coordinator Katz. The industry representatives aso
established four working groups to address the issue areas they considered to be of highest
priority: vulnerability assessment; research and development; education and outreach; and
information sharing. This blueprint has defined the activities of the industry since October 1998.
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The second meeting of the Coordinating Committee, on March 11, 1999, was a“ nuts-and- bolts’
type of meseting that established specific agendas for each of the working groups going forward.
At that meeting it aso was decided that the creetion of an industry information sharing and
andysis center (I1SAC) was especialy important, largely because of impending Y 2K concerns
among government and industry leaders and other Sgns of an increase in cyber threats. The
third meeting, held on April 10, 2000, focused on assessing the vulnerability of the financid
services sector to attack and on research and development priorities.

Each of the working groupsis at adifferent sagein their activities. The R&D Working Group is
consulting government, academic, and industry experts to develop priorities for government- and
private sector-funded research. The Vulnerability Assessment Working Group is reviewing a
vulnerability andyds prepared for the Presdent’s Commission in 1997, and working on a plan
for afollow-up vulnerability assessment of its own. The Outreach Working Group has worked
with the Critical Infrastructure Assurance Office at the Commerce Department to help raise
awareness of these issues, and isworking on a plan for industry education and outreach. The
recently established National Plan Steering Commiittee is drafting the sector's preiminary
infrastructure assurance plan and coordinating with the Partnership for Critica Infrastructure
Security.

TheFinancial ServicesInformation Sharing and Analysis Center (FSISAC)

One of the most important gods of PDD 63 was the establishment of private sector information
sharing and analysis centers (ISACs). These centers would be designed to detect and analyze
actual or potentia cyber attacks, and distribute a erts about, and suggested remedies for, such
attacks to their respective industry sponsors, the actual owners and operators of the critica
infrastructures.

Thefinancid services industry was the first to respond to PDD 63 s call for the establishment of
an ISAC. After an arduous period of technicd, lega, and organizationa negotiations,
goproximately a dozen mgor financid services firms and indudtry utilities established the
Financid Services Information Sharing and Andyss Center — the FSISAC. Itsofficid opening
was announced by Treasury Secretary Summers on October 1, 1999, with assistance from
Chairman Arthur Levitt of the Securities and Exchange Commission, Vice Chairman Roger
Ferguson of the Federal Reserve Board, and Richard Clarke of the Nationa Security Council.

The FS/ISAC can be described briefly asfollows:

The FSISAC isamechaniam for developing and sharing a secure database of information on
cyber threets, incidents, vulnerabilities, resolutions and solutions. This information can be
shared in an authenticated and anonymous manner, so that member indtitutions can participate
without taking on reputationd and other risks.

The FSISAC isalimited liability company owned by its members, who include the largest
banks, securities firms, insurance companies, and investment companiesin the country. The
FSISAC isnot in any way funded or governed by the Treasury Department or any other
government agency. Treesury staff attends board mesetings solely as observers.
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Information comes into the FS/ISAC either from its participating members or from the vendor
that operates the center, Globd Integrity Corporation, a subsidiary of SAIC. Information
contributed to the FS/ISAC can come from publicly available sources, government sources
(locdl, state, and federd), members submitting anonymoudy, members submitting in an
attributable manner, and others. Importantly, no customer account information is shared. No
one at Treasury or any other agency sees the input or output of the FS/ISAC.

The sharing of information directly from the government to the FSISAC, and eventudly from

the FS/ISAC to the government and other sector ISACsis under discusson. For example, the
FS/ISAC and the Pentagon’ s Joint Task Force/Computer Network Defense have been discussing
such an information sharing agreement; and the FS/ISAC has made it known that it will consider
sharing information with other industry 1SACs subject to the gppropriate protocols.

Participation in the FS/ISAC does not absolve any individua financid indtitution of its
obligation to report crimind activity involving an ingtitution's computer and information systems
to the appropriate regulatory and law enforcement authorities.

Although just ayear old, the FSISAC dready has gained notice for outstanding performance
during the various denids of service and computer virus atacks of recent months. In
Congressiond hearingsin May, the U.S. Generd Accounting Office cited the FSISAC asthe
best performing of the various exigting public- and private-sector mechanismsintended to
provide derts and countermeasures in defense againgt information system threets and incidents.

TheBITSFinancial Services Security Laboratory

Ancther impressive indudtry initiative is the financid services security |aboratory established in

July 1999 by BITS, the technology group for the Financid Services Roundtable, to test products
and sarvices that strengthen the security of eectronic payments and e-commerce technologies.
The god of the laboratory isto provide the industry and consumers with assurance thet financia
products have been tested by an unbiased and professond facility and that they meet a

prescribed leve of security, afact certified by the issuance of aBITS Tested Mark. Likethe
FSISAC, the BITS laboratory is an important, innovative gpproach to ex ante security assurance,
and it is another example of the financid sector’s commitment to protect providers and users of
financia services

Regulatory and L egidative I nitiatives

Severa months ago the four Federal depository ingtitution regulators issued a request for
comment on a proposed rule establishing standards for safeguarding confidentia customer
information. Public comments were due this past August 25, and the find rule is now pending.
The rule would implement section 501(b) of the Gramm-Leach-Bliley Act. Among other things,
the rule would provide that financia indtitutions establish a security program that would require
them to: (1) identify and assess the risks that may threaten customer information; (2) develop a
written plan containing policies and procedures to manage and control these risks; (3) implement
and test the plan; and (4) adjust the plan on a continuing basis to account for changesin
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technology, the sengitivity of customer information, and internd or externd threatsto
information security.

In addition, proposed legidation to reduce disincentives to information sharing was introduced in

the House erlier thisyear. The Cyber Security Information Act (HR 4246) would encourage the
secure disclosure and protected exchange of information about cyber security problems,

solutions, test practices and test results, and related matters in connection with critical

infrastructure protection. 1t would do this by reducing the risk of antitrust, Freedom of

Information Act (FOIA), and liahility actions related to cyber security information sharing.
Hearings on this bill were hdd in June, but no further action has been taken. Banking and

finance industry representatives intend to address these and other legd issues in the sector's
contribution to the National Plan, version 2.

Next Steps. Drafting the National Plan

For theimmediate future, the banking and finance sector will focus dmost exclusively on

drafting its contribution to the National Plan, version 2.  Industry representatives have agreed
that topics to be addressed in the sector plan will most probably include information sharing,
vulnerability assessment/interdependencies, research and devel opment requirements, education
and awareness, sector defense againgt an attack (continuation of business), recongtitution (how to
rebuild after an attack), and legd issues (such as antitrugt, FOIA, liability, and privacy).
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NoRTH AMERICAN ELEcTRIC RELIABILITY CoOUNCIL

Princeton Forrestal Village, 116-390 Village Boulevard, Princeton, New Jersey 08540-5731

THE ELECTRICITY SECTOR RESPONSE TO

THE CRITICAL INFRASTRUCTURE PROTECTION CHALLENGE
STATUSREPORT AS OF NOVEMBER 2000

The North American Electric Rdiability Council (NERC) has been asked on a number of occasions
during the past decade to serve as the dectric utility industry (Electricity Sector) primary point of

contact for issues rdating to national security. Since the early 1980s, NERC has been involved with the
electromagnetic pulse phenomenon, vulnerability of eectric sysems to date- sponsored, multi-ste
sabotage and terrorism, Y 2k rollover impacts, and now the threat of cyber terroriam. At the heart of
NERC' s efforts has been a commitment to work with various federal government agencies to reduce the
vulnerability of interconnected dectric systems to such thrests.

The Report of the Presdent’s Commission on Critica Infrastructure Protection (PCCIP) in October
1997 led to aMay 1998 Presidential Decision Directive (PDD-63)*. PDD-63 called for government
agencies to become involved in the process of developing a Nationa Plan for Information Systems
Protection, and to seek voluntary participation of private industry to meet common goasfor protecting
the country’ s critical systems through public- private partnerships. The PCCIP specifically commended
NERC asamodd for information sharing, cooperation, and coordination between the private sector and
government. In September 1998, Secretary of Energy Bill Richardson wrote to then NERC Chairman
Erle Nye seeking NERC' s assistance, on behdf of the Electricity Sector, in developing a program for
protecting the nation’s critica dectricity sector infrastructure. Responding to the U.S. Department of

! The Presidential Decision Directive 63 (PDD-63) states in part:

“No later than the year 2000, the United States shall have achieved an initial operating capability and
no later than five years from the signing of Presidential Decision Directive 63 the United States shall
have achieved and shall maintain the ability to protect our nation’s critical infrastructures from
intentional acts that would significantly diminish the abilities of:

—  thefederal government to perform essential national security missions and to ensure the general public
health and safety;

—  stateand local governmentsto maintain order and to deliver minimum essential public services;

— theprivate sector to ensure the orderly functioning of the economy and the delivery of essential
telecommunications, energy, financial and transportation services.

Any interruptions or manipulations of these critical functions must be brief, infrequent, manageable,
geographically isolated and minimally detrimental to the welfare of the United States.”
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Energy’s (DOE) critica infrastructure protection initiative, NERC agreed to participate as the Electricity
Sector coordinator.

As part of this public-private partnership, DOE, the U.S. government’ s designated Energy Sector
Liaison, worked through its Infrastructure Assurance Outreach Program to performed an information
assurance assessment for asmall number of nodes on NERC' s industry information system. The purpose
of this assessment was to help NERC and the dectric industry develop an overal security framework to
address the changing industry structure and the threet of cyber and physicd intrusion. A second follow
on information system assessment will be performed in late 2000 and early 2001. The product of this
study will be recommendations that will form the bass of a draft NERC policy on information

assurance. In addition, to facilitate the transfer of information to industry that may be of vauein the
operation of the eectric sysemsin North America, DOE has provided clearances for severd industry
personnel and clearances for other key industry personnel are anticipated. These clearances compliment
those obtained through another government program, which is discussed below.

Critical Infrastructure Protection Working Group (CIPWG)

After severa exploratory scoping sessions with the DOE and the National Infrastructure Protection Center
(NIPC), NERC created a Critica Infrastructure Protection (CIP) Forum to evaluate the value of sharing cyber and
physical incident data affecting the bulk electric systems in North America. The meetings of this group were
widely noticed and the participants included all segments of the eectric utility industry and representatives from
severa government agencies including the Critical Infrastructure Assurance Office (CIAO) of the Department of
Commerce, DOE, and NIPC. As aresult of their deliberations, NERC created a permanent group within the
NERC committee structure. The Critical Infrastructure Protection Working Group (CIPWG) reports to the
Operating Committee, with Regional and sector representation and participation by CIAO, DOE, NIPC,
American Public Power Association (APPA), Canadian Electricity Association (CEA), Edison Electric Ingtitute
(EEI), Electric Power Supply Association (EPSA), Electric Power Research Institute (EPRI), National Rural
Electric Cooperative Association (NRECA), and Power Marketers.

Indications, Analysis, and War nings Program

One of the first tasks of the Forum was to develop the incident data types and event thresholds to be used in an
information-sharing program with NIPC. Information sharing (electronic and telephone) mechanisms have been
developed for use by eectric transmission providers, generation providers, and other industry entities for

reporting on a voluntary basis to both NIPC and NERC. Assessments, advisories, and alerts prepared from
analyses by NIPC (with NERC' s support) based on the data provided by the Electricity Sector (ES) together with
data from other sectors, will be stated in an actionable manner and will be transmitted to ES entities. This
proposed process was successfully tested within one Region during the fall 1999 and winter 1999-2000. Because
of the nature of some of the analyses, government security clearances have been acquired for key industry
personnel (three NERC staff members currently hold U.S. clearances) and other industry personnel are in the
process of obtaining security clearances.

The Indications, Anayss, and Warnings Program, which evolved from this work, was presented in July
2000 to the Operating Committee. The Operating Committee gpproved a motion to establish the
program in the Electricity Sector (Canada and United States) with initidl emphasis on reporting by
Security Coordinators and Control Areas. Marketers and the other electric power providers are
encouraged to participate by submitting incident data and receiving the various types of NIPC warnings.
Workshops were conducted during the fall 2000 to provide program details to the sector.
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The Indications, Analys's, and Warnings Program is avoluntary first step toward preparing the
Electricity Sector to meet PDD-63 objectives.

Electricity Sector Information Sharing and Analysis Center (ES-ISAC)

The PCCIP recommended that each of the critica sectors establish an Information Sharing and Analyss
Center (ISAC) to help protect the infrastructures from disruption arising from coordinated intrusion or
attack. The ISACswould gather incident data from within their respective sectors, perform anaysisto
determine potentid maicious intent, share findings with other 1SACs (private and government) in a
manner that assures, as required, target identity protection and disseminate useful warningsto the
personnel identified to take appropriate action within each sector. | SACs would serve as points of
contact between sectors to facilitate communications, especidly during atime of stress. ISACswould
study cross sector interdependencies to better understand and be prepared for the possible impacts of an
“outage” of one sector on another.

The CIPWG has endorsed, and NERC has accepted, the naming of NERC as the Electricity Sector Information
Sharing and Analysis Center (ES-1SAC). The functions performed are essentially the same as those functions that
have been required of NERC for physical sabotage and terrorism. The ES-ISAC’ s duties are:

Recealve voluntarily supplied incident data from ES entities.

Work with NIPC during its analysis of incident data to determine thregt trends and vulnerabilities.
Assis the NIPC personnel during its anadlyses on a cross private and federa sector basis.
Disseminate threet and vulnerability assessments, advisories, and dertsto al those within the ES
who are able to take action.

pODNPE

Duties one and four have been assgned to the existing NERC gaff. More definition is being established
for duties two and three. The ES-1SAC is staffed on workdays with on-call provison for dl other
periods. Should this capability need to be enhanced, NERC will likely request support for a24- hour-
seven days aweek dtaffed facility.

NERC will establish relationships with the other ISACs as they form.

Critical Infrastructure Protection Planning

The CIPWG, working with CIAO, has written a Business Case for Action to delineate the need for
critical infrastructure protection by the ES. Separate papers have been prepared for CEOs, COOs, CIOs,
and aNERC generd overview. The purpose of the Business Case is to persuade ES participants of the
need to report cyber intruson incidents and to be mindful of the possble business |osses caused by

cyber and physicd intruson.

The CIPWG is developing what may become a basic and fairly comprehensive plan to address the CIP
issuesin the ES. The Working Group is concerned about generating an overly prescriptive plan too early
in the process and is proceeding with aformat that can assst in developing each entity’ s own plan. The
prototype plan addresses awareness, threat and vulnerability assessment, practices that can be
considered, risk management schema, recondtitution, and interdependencies between and among sectors.

The essence of this“Approach to Action” will be consdered for incluson in Verson 2.0 of the Nationa
Fan for Information Systems Protection being compiled by the U.S. Government. Richard Clarke,
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Specid Assigtant to the President and National Coordinator for Security, Infrastructure Protection, and
Counter-terrorism, recently discussed the importance of establishing and maintaining aNationa Plan to
the hedlth of the government and private sectors, companies, and the nation. Verson 1.0 of the Plan did
agood job covering the threats and the government response, but it did not detail private sector
response. The need for private sector participation is engendered by the fact that the government lacks
private sector expertise and needs private sector “buy in” to CIP initiatives. The Nationad Plan version
2.0, which will include private sector input, is scheduled for spring 2001.

Partner ship for Critical Infrastructure Security (PCIS)

The Partnership for Critical Infrastructure Security was proposed in late 1999 by members of severd
private sectors, the PCIS is supported by CIAO and the U.S. Chamber of Commerce. The PCIS Mission:

Coordinate cross-sector initiatives and complement public/private efforts to promote and assure
reliable provision of critical infrastructure services in the face of emerging risks to economic and
national security.

The PCIS held two generd forumsin 2000 and is planning two generd forumsin 2001 — March 20-21 and
September 6-7. The PCIS has formed six active working groups. Interdependency V ulnerability Assessment and
Risk Management; Information Sharing, Outreach and Awareness, Public Policy and Legidation; Research and
Development and Workforce Development; Organization Issues and Public-Private Relations; and National Plan.

NERC is participating in the PCIS. The opportunities presented by PCIS include gaining a better perspective of
the sector interdependencies, facilitating | SAC formation, and sharing of common research and devel opment
efforts.
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NATIONAL PETROLEUM COUNCIL

COMMITTEE ON CRITICAL INFRASTRUCTURE PROTECTION

Progress Report tothe
National Petroleum Council

January 10, 2001

The Nationa Petroleum Council began its study on Critical Infrastructure Protection in
late 1999 in response to arequest from Secretary of Energy Bill Richardson. The Secretary asked
the Council to provide advice on cooperative approaches to protecting the critical infrastructure
of the oil and gasindustry. The Secretary's |etter states:

The Federa Government is aggressively pursuing a variety of
approaches through which the critical infrastructures of the
United States can be protected from physica and cyber
threats. To be effective, however, these approaches must be
developed and implemented in partnership with the industry
because the private sector owns and controls the vast mgority
of the Nation's critical infrastructures.

Accordingly, | request the Nationa Petroleum Council to
review the potential vulnerabilities of the oil and gas industries
to attack--both physical and cyber--and to advise me on
policies and practices that industry and Government,
separately and in partnership, should adopt to protect or
recover from such attacks.

(The complete text of the Secretary’ s request letter is attached.)

SCOPE OF WORK

At the outset, the Council developed the following broad scope of work to focus and
guide its study efforts:

» Develop athorough understanding of the emerging overall federal program on
Critical Infrastructure Protection and coordinate with other sectors (electric,
telecommunications, transportation, finance, etc.) to benefit from their experience
and analyses.

» Develop the Business Case for proceeding with discussion of "Cooperative
Approaches’ with industry and/or government.

» Define asset criticality and security risk in the context of Critical Infrastructure
Protection for the oil and gas sector.

» Assessthe vulnerabilities of the oil and gas sector to cyber and physical attacks.
The assessment is to be a generic overview of potential vulnerabilities based on
threat capabilities.
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» Develop potential policies and practices that industry and government, sepa-
rately and in partnership, should adopt to protect or recover from such attacks.
Thisincludes evaluating potential risk assessment models suitable for the oil and
gas sector.

*  Propose mechanisms through which industry can beneficially access relevant fed-
eral law enforcement and intelligence assets.

* Assess and make a recommendation concerning the need for an "Information
Sharing and Analysis Center" for the oil and gas sector, similar to those that cur-
rently exist for safety.

e Study liability and legal impediments to information sharing and other concerns
such as protection of confidential and proprietary information.

* Outline potential research and development requirements to enhance Critical
Infrastructure Protection.

ORGANIZATION

With Secretary Richardson's approval, the Council established a Committee on Critical
Infrastructure Protection to prepare a response to his request. The Committee is assisted by a
Coordinating Subcommittee, which is evaluating the issues raised by the Secretary and is devel-
oping for the Committee's consideration, recommendations for alternative courses of action.
(The Secretary's approval letter and the rosters of the Committee on Critical Infrastructure Pro-
tection and its Coordinating Subcommittee are attached.)

To facilitate the completion of its work, the Subcommittee has organized itself into a
series of informal work groups. These groups are responsible for returning to the whole Sub-
committee proposed report sections in the following assigned areas.

* Vulnerability Assessment and Reduction Measures
* Information Sharing and Analysis

* Federa CIP Program Coordination

* Legal and Liability Issues

The work groups meet as needed and the Subcommittee tracks overall progress at 30-60
day intervals. In addition, several "information sessions" have been held where all subcommit-
tee members are given the opportunity to be briefed on the CIP activities of other industries as
well as the emergency preparedness and response and recovery programs of the various federal
and local agenciesthat may have arole.

The Department of Energy and the National Laboratories are providing significant
technical and logistical support to the subcommittee and each subgroup. Additional federa
support is being provided by the Departments of Commerce, Justice, Defense, and Transporta-
tion.
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CURRENT STATUS

The Subcommittee has completed the basic research phase of its work and has begun
analyzing this information in the context of the current realities of the global oil and gas Indus-
try. The research has covered the plans and programs of the following government and industry
groups.

Federal Leve
* Office of the President

- Presidential Commission on Critical Infrastructure Protection
- Presidential Decision Directives 39, 62, and 63
» Department of Commerce
- Critical Infrastructure Assurance Office
- Partnership for Critical Infrastructure Security
*  Department of Justice
- FBI
-- National Infrastructure Protection Center
-- InfraGuard
-- Key Asset Program
- Antitrust Division
* Department of Energy
- Lead PDD 63 Agency for Electric Power, Oil, and Natural Gas
- National Labs and Research Programs
* Department of Defense
- Defense Information Systems Agency
- U.S. Army
-- Director of Military Support
-- Corps of Engineers
* Department of Transportation
- Office of Pipeline Safety
- Coast Guard
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Federal Level (Continued)
* Federal Emergency Management Agency

e Environment Protection Agency

State Level
» National Association of State Energy Officials

* New York State Energy Research and Development Authority

Local Level
» Harris County, Texas

-- Houston TranStar

Critical Industriesand Their Information Sharing Approaches
» Electric Power — North American Electric Reliability Council
* Telecommunications — National Security Telecommunications Advisory Council

* Information Technology - Information Technology Association of America;
World Information Technology Services Alliance

» Banking and Finance - Financial Services Information Sharing and Analysis
Center; Banking Industry Technology Secretariat

The Subcommittee is now focusing on four major remaining areas of study:

* Legal implications of attacks and preventative and restorative measures for
companies, shareholders, and employees

» Structure and operating principles for information sharing in the oil and gas
industries including identification of proposed support contractor

* Roleand identification factors of permanent sector coordinator for the oil and
gasindustries

» Overdl report recommendations to government and industry.

The final attachment is the Subcommittee's current report outline. The various work groups
have been assigned specific chapters and have developed initia drafts. Final drafting is being
conducted concurrently with the work on the four remaining study areas. Both efforts will be
brought together in the January-March timeframe in the form of the Subcommittee's consolidated
draft of the overall study report.
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TIMETABLE

Secretary Richardson's request of the Council fitsinto an overall governmental program
that callsfor critical infrastructure protection programs to reach "initial" operating capability in
year 2000 and full capability no later than 2003. The following study timetable is consistent with
that guidance:

December 1999 Scope of work approved and Coordinating Subcommittee
staffed

January-June 2000 Subcommittee begins basic research and determines form
of final report

June Report progress and plans to Committee and Council

July December Continue subgroup work and begin Subcommittee delib

erations on consolidated report

January-March 2001 Complete Subcommittee analyses and finalize proposed
recommendations and draft report

April-May Subcommittee forwards its final draft report to the
Committee, which then meetsto review and comment

May-June Committee forwards proposed final report to Council,
which then meets to consider it as proposed response to
Secretary of Energy's request. The date of this meeting
tentatively has been set for June 6, 2001.
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Attachment 1

The Secretary of Energy
Washington, DC 20585

April 7, 1999

Mr. Joe B: Foster

Chair

National Petroleum Council
1625 K Street, N.W.
Washington, D.C. 20006

Dear Mr. Foster:

Thank you for your letter of December 14, 1998. | am writing to formally request the
Council's advice on cooperative approaches to protecting the critical infrastructure
of the United States oil and gas industry.

The Federal Government is aggressively pursuing avariety of approaches through
which the critical infrastructures of the United States can be protected from
physical and cyber threats. To be effective, however, these approaches must be
developed and implemented in partnership with the industry because the private
sector owns and controls the vast mgjority of the Nation's critical infrastructures.
Y ou have indicated that the Council believesit can contribute meaningfully to
these efforts and can provide advice on a systematic approach to the planning
process for protecting the critical infrastructures of the oil and gas industry.

Accordingly, | request the National Petroleum Council to review the potential
vulnerabilities of the oil and gas industries to attack--both physical and cyber--and
to advise me on policies and practices that industry and Government, separately
and in partnership, should adopt to protect or recover from such attacks.

Specifically, | would like the Council to advise me on:

1. definitions of criticality and risk in the context of critical infrastructure
protection of oil and gas system infrastructures,

2. remediesfor legal concerns such as protection of confidential information
and the ability of competing firms to participate in cooperative
relationships, and

3. mechanisms through which the industry car, beneficially access relevant
Federal law enforcement and intelligence assets and through which
industry can both benefit from and help prioritize Government research
and development programs in infrastructure assurance.
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Finally, Presidential Decision Directive 63, which implements the recommendation
of the President's Commission on Critical Infrastructure Protection, calls for me to
designate a Sector Coordinator for the oil and gasindustry. For the duration of

your study, | would like the National Petroleum Council to take on the
responsibility of the Sector Coordinator. At the conclusion of ‘'your work, | would
like your advice on the permanent role of the Sector Coordinator and your
recommendation on how that person or organization should be identified. The
North American Electric Reliability Council has been designated as the Sector
Coordinator for the electric industry and. to recognition of the growing
interrelationship between the gas and el ectric industries. you should collaborate
with that group as appropriate. Further, the Departments of Transportation and
Energy have agreed to share critical infrastructure protection responsibilities for the
Nation's oil and gas pipeline systems. Y our advice, therefore, should consider oil
and gas infrastructures from production to consumption.

Given the nature of this request, Under Secretary Emest J. Moniz will represent the
Department and will provide appropriate coordination with the Department of
Transportation and other branches of Government.

Asaways | appreciate the Council's ongoing assistance in these issues of national
policy and mutual concern.

Y ours sincerely,

G fidnon—

Bill Richardson

Cc: Richard Clark
Rodney E. Slater
Erle Nye
Michehl Gent
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Attachment 2

The Secretary of Energy
Washington, DC 20585

October 15, 1999

Mr. Joe B: Foster

Chair

National Petroleum Council
1625 K Street, N.W.
Washington, D.C. 20006-1656

Dear Mr. Foster:

This letter conveys my approval to establish a Committee on Critical
Infrastructure Protection and to appoint the members of the Committee as
proposed in your letter of August 9, 1999.

The Government Co-chair for the Committee will be retired Air Force General
Eugene E. Habiger, Director of the recently established Office of Security and
Emergency Operations. The Office of Fossil Energy has substantial interest in
thistopic and will continue to work cooperatively with the Office of Security and
Emergency Operations to address critical infrastructure issues related to the
electricity, oil and gasindustries.

| am pleased that the National Petroleum Council has accepted responsibility for
reviewing the potential vulnerabilities of our Nation's oil and gas critical
infrastructure and advising me on policies and practices that Government and
industry, separately and in partnership, should adopt to ensure its integrity. The
Council's willingness to additionally serve as the interim Sector Coordinator for
the oil and gas Industry for the duration of your study is deeply appreciated.

Y ours sincerely,

G b —

Bill Richardson
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NATIONAL PETROLEUM COUNCIL

COMMITTEE ON
CRITICAL INFRASTRUCTURE PROTECTION

CHAIR GOVERNMENT COCHAIR
David J. Lesar Eugene E. Habiger
Chairman of the Board, President Director

Office of Security and
Emergency Operations
U.S. Department of Energy

and Chief Executive Officer
Halliburton Company

EX OFFICIO EX OFFICIO

Archie W. Dunham William A. Wise
Chair Vice Chair _
National Petroleum Council National Petroleum Council

SECRETARY

Marshall W. Nichols
Executive Director
Nationa Petroleum Council

Riley P. Bechtel R. D. Cash
Chairman and Chairman, President and
Chief Executive Officer Bechtel Chief Executive Officer
Group, Inc. Questar Corporation
Robert B. Catell
David W. Biegler Chairman and
President and Chief Executive Officer
Chief Operating Officer KeySpan Energy
TXU
Hector J. Cuellar

Peter I. Bijur

Chairman of the Board and
Chief Executive Officer

Texaco Inc

M. Frank Bishop

Executive Director

National Association of
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Philip J. Carroll
Chairman and

Chief Executive Officer
Fluor Corporation

Managing Director
Areallndustries Manager
Bank of America

Ronald A. Erickson
Chief Executive Officer
Holiday Companies

Ray L. Hunt
Chairman of the Board
Hunt Oil Company
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Chief Executive Officer
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David L. Lemmon
President and

Chief Executive Officer
Colonia Pipeline Company

John H. Lichtblau
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Chief Executive Officer
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Foundation, Inc.

Steven L. Miller
Chairman, President and

Chief Executive Officer
Shell Oil Company
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Chief Executive Officer
Phillips Petroleum Company
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Chief Executive Officer
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Attachment 4

NATIONAL PETROLEUM COUNCIL

COORDINATING SUBCOMMITTEE

OF THE

NPC COMMITTEE ON
CRITICAL INFRASTRUCTURE PROTECTION

CHAIR

Charles E. Dominy
Vice President
Government Affairs
Halliburton Company

ASSISTANT TO THE CHAIR

Forrest L. Carpenter
Manager
Computer Security and
Business Continuity Planning Global
Information Services Texaco Inc.

Raymond W. Bergeron
Manager

Corporate Security
Shell Oil Company

M. Frank Bishop

Executive Director

National Association of
State Energy Officials

Thomas D. Carmel
Corporate Counsel
Conoco Inc.

Donald M. Field
Executive Vice President
Peoples Energy Corporation

Bobby R. Gillham
Manager Global Security
Conoco Leadership Center
Conoco Inc.

GOVERNMENT COCHAIR

Paula L. Scalingi

Director

Office of Critical Infrastructure Protection
U.S. Department of Energy

SECRETARY

Marshall W. Nichols
Executive Director
National Petroleum Council

*

Lawrence J. Goldstein

President

Petroleum Industry Research
Foundation, Inc.

Michael C. Hicks

Manager

Security

Enron Property & Services Corp.

Thomas R. Holland, Jr.
Manager

Corporate Security — Worldwide
Phillips Petroleum Company

Harry Kremling
Managing Director ans
Client Manger
Engineering and Construction Sector
Banc of America Securities LLC

Kevin J. Lindemer
Senior Director
Refined Products
and Global Downstream
Cambridge Energy Research Associates
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COORDINATING SUBCOMMITTEE OF THE NPC COMMITTEE ON

CRITICAL INFRASTRUCTURE PROTECTION

David J. Manning
Senior Vice President
Corporate Affairs
KeySpan Energy

James R. Metzger
Vice President and

Chief Technology Officer
Texaco Inc.

Rolando D. Moss
Senior Director
Corporate Security
Dynegy Inc.
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Senior Vice President
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Duke Energy Corporation

Frank B. Sprow

Vice President
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Exxon Mobil Corporation

Catherine A. Travis
Director

Information Security
Questar Corp.
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Vice President Technology
Colonial Pipeline Company

SPECIAL ASSISTANTS

W. R. Finger
President
ProxPro, Inc.

Ronald E. Fisher

Deputy Director

Infrastructure Assurance Center
Argonne National Laboratory

Joseph A. Gurga

Manager

Program Office

Information Technology Services
Peoples Energy Corporation

John R. Johnson
Principal Advisor
Shell Services International

Stuart L. Schertz

Senior Security Representative
Corporate Security

Shell Oil Company

Curtis R. Smith
Manager
Information Security
Conoco Inc.

Richard D. Vance
Strategic Business Consultant
Duke Energy Corporation

Peter van de Gohm

Director

Information Assets Protection
Enron Energy Services

Section VI

Industry Interim Progress Reports




Attachment 5
National Petroleum Council
Securing the Energy Industry in the New Economy
Draft Report Outline

of the
NPC Committee on Critical Infrastructure Protection

PREFACE

EXECUTIVE SUMMARY

FINDINGS AND RECOMMENDATIONS

CHAPTERS
Chapter 1. Purpose and Objectives.

A. Blueprint for Action (strategy document "go forward" view) Brief
Discussion of "New Economy" and IT Revolution.

B.  Motivation (why committee was commissioned - list members in
appendix).

1. Assure Security and Business Continuity of Industry to Meet
New Challenges.

2. Raise Level of Awareness and Understanding Within Industry and
Government.

3. Identify Necessary Actions and Recommend Appropriate
Implementation Steps

Chapter 2. Background.
A. Chapter Summary.

B.  Energy Industry Characterization (description, structure of oil and gas
industry, dependence on information technology, energy industry
interconnectedness [including electric power], interdependencies with
other infrastructures [telecommunications, transportation, etc.]).

C. Description of Evolving Energy Industry (market dynamics,
diversification, financial posture, new customers, non-traditional
competitors, new retail outlets, etc.).
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Chapter 2. Background (continued):

D. Importance to Overall Economy, Quality of Life, Human Health and
Safety, National Security.

E. New Challenges of the 21st Century.

1. Impacts of New Economy (internal to energy

industry, external).

a. Increased Reliance on E-Commerce and Electronic
Markets.

b.  Globalization.
1. Increase of Foreign Partnership /Ownership
2. Socio-Economic and Political Impacts.

C. Interdependencies (growth in electric power usage,

ownership of joint infrastructures, joint vulnerabilities
[common corridor]).

d.  Workforce (retention, new skill requirements, training and
awareness).

2. Restructuring.
a.  Supply/Demand (natural gas as future energy of choice).

b.  New Industry Participants (marketers).

C. Convergence of Energy Enterprise (providers, markets,
systems).

d.  Deregulation of Energy Industry
Lower R&D Budgets

3. Other Major Trends.
a. Increased Utilization of Assets (JIT) Reduces Spare Capacity.

b.  Reduced Flexibility (rerouting, maintenance).

C. Lack of Incentives for Capital Expenditures for
Infrastructure Upgrades).

d.  Pipeline Maintenance and Vintage.
Environmental Mandates and Barriers (can't get permits).
Increase in Petroleum Imports.

F.  Critical Infrastructure Protection
1. New and Broader Threat Environment and Risks
2 Public Perspectives.
3. National/ Industry Perspectives.
4 International Perspectives
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Chapter 2. Background (continued):

G.

Opportunity to Leverage Y2K Experience (established relationships,
organizational structure, IT reliance).

1. Baseline of Information, Response, and Recovery Plans.
2. Set Up Mechanisms for Information Sharing Industry Wide.

3. Preserve and Sustain the Emergency Management Capabilities.

Chapter 3. Threats. )
(Objective: gain a sound understanding of industry threats.)

A.

B.

Chapter Summary.

Threat Environment (cascading disruptions to infrastructures).

1. Information Technology based threats.
2. Physical or "Traditional™ threats.

3. Natural threats.

4.  Regulatory and Restructuring threats.
5. Man-made threats.

6. Interdependency threats.

Strategy for Developing Best Practice Methodologies, as
appropriate.

Chapter 4. Vulnerabilities. ' _ o
(Objective: gain a sound understanding of industry vulnerabilities.)

A.

B
C.
D

Chapter Summary.
Definitions of Key Terms and Industry /Government Perspectives.
High-Level Overview of Vulnerabilities in the Oil and Gas Sector.

Characterization of Criticality of Infrastructure Components from
Stakeholders' Perspective (company, industry, public, government).

Characterization of Current Assessment Practices and
Methodologies.

Strategy for Developing Best Practice Methodologies, as appropriate
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Chapter 5.  Risk Management (including m.itigatio_r;?(. )

(Objective: gain an understanding of risk management in the new economy,

develop a strategy for identifying and producing best practices and

methodologies, and build a business case for industry acceptance.)
Chapter Summary.

B. How/Why Risks are Different, Methods to Measure Risk and Risk
Evaluation.

C. Characterization of Criticality of Infrastructure Components from
Stakeholders' Perspective (company, industry, public, government).
1. Critical Assets (definitions, perspectives, prioritization)

D. Strategy for Developing Best Practice Methodologies, as appropriate.

1. Characterization of Current Assessment Practices and
Methodologies.

2. Survey Existing Models (insurance industry, audit, accounting
standards).

E. Resource Allocation To Mitigate Risks.
Relevant Issues.

1. Liability /Indemnification (open-ended liability, industry as
target.

2. Funding.
3. Public/ Shareholder Perceptions.
Chapter 6. Response and Recovery. .
(Objective: evaluate the need for enhancing response and recovery plans and
procedures to meet the challenges of the new economy at the regional, national,
and international level.)
A. Chapter Summary.

B.  Current State of Response and Recovery Plans and Procedures
Including Informal Agreements.

C. Incorporate Lessons Learned From Y2K Contingency Planning into
Response and Recovery Planning.

D. Evaluate Optimal Models, e.g., Qil Spill, MMS, CDC, NRC, FEMA,
IEA.

E. Gaps and Recommend Additional Enhancements.

F. Best Practices.

G. Periodic Tests (benchmarks, table tops, communications).
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Chapter 6. Response and Recovery (continued):

A.

B.

Technologies and Methods.

Discussion of
Roles/Responsibilities/Coordination/Jurisdiction/Cooperation.

1. Industry.

2. Local.

3. State.

4. Federal.

5. Public.

6.  International Entities.

Chapter 7. Information Sharing.
(Objective: determine to what extent information should be shared and how.)

A.

B.

Chapter Summary.

What are the Drivers for Sharing Information?

What Information Does Industry Need to Meet the Needs of the New
Economy?

What are Some of the Barriers to Sharing Information?

Ways Information is Currently Shared in Industry-Formal and Informal.

Ways Information is Currently Shared between Industry and Government
- Formal and Informal.

Emerging Models for Information Sharing (Banking & Finance, NSTAC,
etc.).

Classification Issues/ Confidentiality Agreements.
Outline Requirements for the Oil and Gas Sector.

Address Foreign Ownership or Controlling Interests.

Chapter 8. Legal and Regulatory Issues.
(Objective: discussion of barriers, incentives, and actions required.)

A.
B.
C.

Chapter Summary.
Identification of Barriers.

Standards (Are they useful or necessary?)

Section VI: Industry Interim Progress Reports

119



Chapter 8. Legal and Regulatory | ssues. (continued):
A. FOIA and Other Information Sharing Issues
1. Anti-Trust.
2. Corrupt Practices Act.
3. Lobbying Disclosure Act.
4.  Foreign Agents Registration Act.
5. Privacy Act.
B. Government (federal, state, and local).
Chapter 9. Research and Development Needs.
(Objective: identify gaps, and appropriate roles for industry and government in
meeting R&D needs)
A. Chapter Summary.

B.  Outline a Strategy For a Needs Assessment Based on Vulnerabilities
and Risk Management.

C. How to Accomplish and Keep Current.
1.  Industry Roles and Missions.
a.  Technology Transfer from Industry to Government.
2. Government Roles and Missions.

a.  Technology Transfer from the Government to Industry.

V. APPENDICES
A. Request Letter.
B. Study Rosters.
C. ,etc. (to be developed).
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William G. Bishop, Il
THE INSTITUTE OF INTERNAL
AUDITORS, INCORPORATED

Richard Holmes
UNION PACIFIC
CORPORATION

Jefirey M. Jaffe
LUCENT TECHNOLOGIES

Stephen C. Jordan
U.S. CHAMBER OF
COMMERCE

Stephen R. Katz
CITIGROUP

Richard J. Perlot
SBC COMMUNICATIONS,
INCORPORATED

Louis L. Rana
CONSOLIDATED EDISON OF
NEW YORK, INCORPORATED

Ty R. Sagalow
AMERICAN INTERNATIONAL
GROUP, INCORPORATED

Howard A. Schmidt
MICROSOFT CORPORATION

Kenneth C. Watson
CISCO SYSTEMS,
INCORPORATED

Robert E. Wright
BELLSOUTH CORPORATION

December 10, 2000

Mr. Richard A. Clarke

Nationa Coordinator, Security, Critica Infrastructure Protection, and Counter-
Terrorism

Nationa Security Council

The White House

Washington, DC 20504

Dear Mr. Clarke,

The Coordinating Committee of the Partnership for Critical Infrastructure Security
is pleased to provide you this status report of its significant activities in the area of
critical infrastructure assurance. We trust that this will help in your planning with
the transition to a new Administration, and we pledge our support. Please feel free
to call on any Coordinating Committee member for additional information or
planning assistance.

On behalf of the Coordinating Committee,

Kenneth C. Watson
Cisco Systems, Inc.

Attachments:
Coordinating Committee Members
Status Report
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Attachment 1. Coordinating Committee Members

William G. Bishop, Il
The Indtitute of Interna Auditors,
Incorporated

Richard Holmes
Union Pacific Corporation

Stephen C. Jordan
U.S. Chamber of Commerce

Lou Leffler
North American Electric Reliability Council

Roy Neel
United StatesTelephone Assocation

Richard J. Perlot
SBC Communications, Incorporated

Ty R. Sagalow
American Internationd Group, Incorporated

Diane VanDe Hei
Association of Metropolitan Water Agencies

Nancy Wilson
American Asociation of Railroads

Matthew Flanigan
Telecommunications Industry Association

Jeffrey M. Jdfe
Lucent Technologies

Stephen R. Katz
Citigroup

Harris Miller
Information Technology Association of
America

Marshall W. Nichols
National Petroleum Council

LouisL. Rana
Consolidated Edison Company of New Y ork,
Incorporated

Howard A. Schmidt
Microsoft Corporation

Kenneth C. Watson
Cisco Systems, Inc.

Robert E. Wright
BdlSouth
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William G. Bishop, Il
THE INSTITUTE OF INTERNAL
AUDITORS, INCORPORATED

Richard Holmes
UNION PACIFIC
CORPORATION

Jefirey M. Jaffe
LUCENT TECHNOLOGIES

Stephen C. Jordan
U.S. CHAMBER OF
COMMERCE

Stephen R. Katz
CITIGROUP

Richard J. Perlot
SBC COMMUNICATIONS,
INCORPORATED

Louis L. Rana
CONSOLIDATED EDISON OF
NEW YORK, INCORPORATED

Ty R. Sagalow
AMERICAN INTERNATIONAL
GROUP, INCORPORATED

Howard A. Schmidt
MICROSOFT CORPORATION

Kenneth C. Watson
CISCO SYSTEMS,
INCORPORATED

Robert E. Wright
BELLSOUTH CORPORATION

Partnership for Critical Infrastructure Protection
Status Report: November 2000

We, the Coordinating Committee of the Partnership for
Critical Infrastructure Security, strongly believe that protecting
America s criticd infrastructures is and will remain an extremely
sgnificant economic and nationd security issue, requiring
coordinated, focused, diligent effort by both the private sector and the
Federd Government. Just as with the Y ear 2000 turnover effort, a
coordinated public- private partnership, supported at the highest levels
of government and industry, will help promote the actions necessary
to preserve our economic and nationa security. Unlike Y 2K,
however, thisthreat and concomitant risk are very difficult to
quantify, and thereis no given end date againg which to plan.

Federal Government Per spective

The US Government has approached industry for help in
developing coordinated solutions to counter emerging nationa
security threats. Malicious attacks can come from hackers inside and
outside the United States or organized and funded information
warriors from potentidly hostile foreign governments or extra-
nationa organizations. Unlike traditiond threets, in the case of cyber
attack, the nationa security gpparatus has little ownership or control
of the networks, no jurisdiction in the case of foreign thrests, limited
intelligence on threats and vulnerabilities, and insufficient research
and development capability to devel op countermeasures.

US Industry’s Per spective

Businesses are just as dependent on dectronic information systems
and the emerging Internet cagpabilities for their surviva, and work
zedoudy to protect and defend their interests. The same
vulnerabilities that threaten nationa security aso threaten economic
survivability and competitiveness. Additiondly, the infrastructures
are themsdves interdependent. Banks depend on telecommunications
for eectronic transactions. Teecommunications companies must
have electric power to operate. In turn, much of our dectric grid
depends on telecommunications. In the United States, individua
companies and sectors have begun to address vulnerabilities and
develop countermeasures, but the sgnificant interdependencies and
the national security component mandate a more coordinated
approach.
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Public-Private Partnership: The New “ Civil Defense”

In close coordination with the Department of Commerce, we launched the PCIS on December 8,
1999, dedicating our efforts to assuring the delivery of essentia services over the nation's critica
infrastructures. We subsequently organized the PCIS into issue-oriented working groups, and we
are collaborating with the Federal Government to write the first-ever coordinated public-private
nationa plan. The PCIS represents a cross-sector industry partnership, but with federd, Sate,
and loca government participants, to better address issues of common concern.

The PCIS followed its kick-off meeting with a planning retreat February 22, 2000 in Washington
DC, etablishing initid working groups and plans. Industry responded enthusiagticaly. Key
companies volunteered to chair the working groups and an ad hoc planning committee, and most
participants devoted many hours to working group efforts, hammering out issues for resolution,
courses of action, and recommendations for industry. The three mgjor functions established for
the PCIS were:

to provide amechanism for cross-sector coordination and didog on critica infrastructure

security issues, within industry and with government;

to facilitate and coordinate cross-sector industry input into subsequent versions of the

Nationd Plan; and

to provide a means to contribute to appropriate government advisory bodies.

The PCIS ad hoc planning committee established the following Working Groups:
Working Group #1. Interdependency Vulnerability Assessment and Risk Management
Working Group #2: Information Sharing, Awareness, and Outreach
Working Group #3. Public Policy and Legidation
Working Group #4: R&D and Workforce Development
Working Group #5: Organization |ssues and Public- Private Reaionships

On July 25-27, 2000, the PCIS met in San Francisco to review the past sx months work, make
critical decisons regarding forma organization, and outline the work plan for the next six
months. Sector Coordinators, as identified PDD- 63, established the PCIS Coordinating
Committee as its governing body and identified tasks to:

move toward alegd, forma organization;

prioritize the tasks for PCIS Working Groups,

make membership and support decisions;

establish aNationd Plan Working Group (NPWG); and

continue to make use of the services of the CIAO and US Chamber of Commerce as joint

secretariat for the PCIS.

The 162 attendees represented key companies from dl critical US infrastructure industries, US
federd, sate, and loca governments, Canada, and Switzerland. Working Group reports
illugtrated significant work accomplished and outlined an aggressive plan for the next Six
months. The next meeting is scheduled for March 20-21, 2001 in Washington, DC.
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Next Steps

Recognizing that some infrastructures were dready & work on single-sector issuesinvolving
both government and industry, the Coordinating Committee established the following opereting
principles to ensure added vaue to the sectors:

- Build on and complement work of the critical infrastructure sectorsidentified in PDD-63;
Support efficiency and add vaue to ongoing work by identifying and addressing critica
common and shared iSSues across Sectors,

Take on only those initiatives that complement and provide additiond efficienciesfor the
sectors or that otherwise cannot or will not be done; and
Act as a catdyd for action for existing entities whenever possible.

The PCIS prioritized seven key issue areas meriting priority of effort over the next severd
months.

1. The next verson of the National Plan for Information Systems Protection The US
Government recognized the limitations of itsfirst verson as government only, limited to the

cyber dimension, and lacking an internationa perspective. By engaging indusiry, the next
verson will address public and private efforts, include both cyber and physical dimensions of
protection, and incorporate international issues. The next version of the plan isintended to
include input from al 13 Federa key agencies, the 8 criticd infrastructure sectors, PCIS working
groups, and state and locd fire, law enforcement, and emergency services organizations.

2. Interdependency. One areathe PCIS can address more easlly than asingle sector is
interdependency risk assessment and management. Industry Sector Coordinators universaly
endorsed this as the second-mog important task to be completed. PCIS Working Group #1
completed a“lessons-learned” study from the Y 2K turnover effort and presented its resultsin
July. 1t also began to identify the information needed to begin a useful sudy of

interdependencies between sectors. It set awork plan to expand its sources of information on
interdependency work that has aready been done, to define a proposa for a real-world business
amulation that will include dl criticd infrastructure sectors, and to identify a business case for
devel oping a common interdependency risk assessment gpproach across sectors.

3. Incluson of gate and loca governments. To date, the PCIS has had only limited
representation from state and loca governments. In local communities, private industry has a
long history and comfort leve in working with state and local governments on various critica
sarvice assurance issues. Since state and loca governments also make up most of the emergency
sarvices firgt responders and perform the critical coordinating function in loca areas for both
industry and government, the PCIS is organizing outreach to the Nationa Association of State
Information Resource Executives, Nationa Council of Mayors, National Governors
Association, and other groups. We are dso encouraging businesses to join state and loca
chapters of the Nationd Infrastructure Protection Center’s InfraGard program.
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4. Legidative and regulatory issues. Working Group #3 devel oped and presented a public
policy white paper, “Legd Chdlengesfor Cyber Security Cooperation”, to the Partnership in
Jduly. It examineslegd issues and chalenges associated with cyber security risk management
issues, some of the chalenges seen aslega impediments to industry and cross-sector
cooperation, and some of the legd risks that may undermine common sense drategies and
prudent risk management activities. In addition, the group sponsored aweb cast on the subjects
of the white paper to garner more input and explore the issues with awider range of participants.
The group has identified specific issues on which they will explore in greater detail through

white papers to be developed as part of their work plan for March 2001. Specific issues that the
group will follow up oninclude. FOIA, antitrugt, liability, State of Congressiond response to
issues acting as impediments to intra- and inter-sector cooperation, and internationa diaogue
and status of cooperation. To support research needed to develop its papers, the group has
developed a cooperative rlationship with aloca university.

5. Awareness. Building avareness and a case for action within industry and government
emerges as the foundation for involvement and program implementation for al PCIS working
groups, as well as abroad infrastructure security need. Thisissueis so complex and so basic to
society that services delivered over the critical infrastructures are often taken for granted. The
Partnership recognized that an intensve sx-month program of conferences for chief auditors,
Boards of Directors, and other executive corporate officers reached its critical audiences.
However, we believe much moreis needed. In Jduly, Working Group #2 developed and presented
an andysis of Criticd Infrastructure Protection awareness program activities. This study
resulted in aroadmap of awareness program gods and identified key audience groups. It
provided amatrix of current cross-sector avareness programs, identified who is delivering them,
and outlined delivery methods. Findly, the presentation included a ggp andyss, highlighting
efforts that the PCIS could encourage or take action on. The working group plans to move
forward by:
- building a“living” repository of outreach activities that itself can provide wider accessto

and knowledge of awareness activities,

implement a program specifically to improve awareness of the Partnership;

develop metrics for effectiveness for key audiences, and

identify additional programsto address“gaps.”

6. Research & Development. The Federa Government has alocated $650 million to critical
infrastructure security research, and severa companies have robust research and development
programs. Univerdties and other academic ingtitutions are dso conducting research in
improving network security. However, there is no clearinghouse or mechanism to coordinate al
these efforts. In July, working group #4 ddivered a preliminary report on priority R&D topics.
The PCIS will undertake to develop afull “ ClP Research and Development Roadmap,” to
recommend to industry where to focusiits efforts and to help government avoid duplication of
effort.

7. Internationd collaboration. Thisisnot aUS-only problem. Much of industry operates and
delivers services and products on agloba scale. Theindustry participants of the PCIS believe
that the internationa dimengion of critica infrastructure security has not been adequatdly
addressed to date. The PCIS will actively engage in international outreach, to encourage
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countries and nation unions to develop smilar partnerships and to share information regarding
threats, vulnerabilities, countermeasures, and best practices. We invite their attendance at our
mestings, and would very much like to be kept informed of Smilar efforts e sewhere.

In the Internet Economy, no country or company can completely define its perimeter, and
therefore we are dl in thistogether. Working together, we can raise the bar of security
worldwide, empowering the Internet generation as we move into the Internet century.
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Partnership for Critical Infrastructure Security
Working Group 3
Public Palicy White Paper

Executive Summary

Thisworking paper examines legd issues and challenges associated with cyber
security risk management activities in the context of building a public policy
framework to support these activities.

There are severd key assumptions underlying this framework: (1) that public-
private partnerships are essential to meet challenges posed by new technologies
and non-traditional threets; (2) that 20™-century government command-control
policy frameworks and attitudes toward industry cooperation need to be adapted
and modified to facilitate this partnership; and (3) that both the public and the
private sectors have to wak afine line in baancing security, commercid and
public interests.

The foundation of U.S. public policy should be to pursue the following: (1)
edtablish guiddines for voluntary private sector informeation sharing with the
government and within industry that address FOIA, anti-trust, and lighility
concerns. (2) establish guiddines for private sector cooperation with law
enforcement that balance commercia and security interests. (3) Work toward
fostering minimum globa standards for law enforcement and private sector
cooperation and toward establishing internationa conventions on critica
infragtructure protection taking into account loca culturd and socid differences.

At the internationd leve, the Working Group suggests that the next
Adminigration will have to wak afine line between cregting minimum levels of
cooperation to enhance law enforcement and standards that try to impose
government command and control models as opposed to models that enhance
public-private cooperation. In addition, it would be very useful to develop a
model template of security protections and civil measures, particularly for
countriesin Adaand Latin America currently lacking systematic gpproaches to
the problem of e-security and criticd infrastructure protection.

Future issues to be addressed include: safeguarding trade secret protections, tax
issues and incentives, smplifying industry-government agency relationships,
clarifying government roles and responsibilities vis-a-visindustry, and identifying
date and internationd legd and public policy issues.
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Partnership for Critical Infrastructure Security
Legal and Public Policy Challengesfor Critical I nfrastructure Protection
White Paper
Introduction

Thisworking paper examines legal issues and challenges associated with cyber
security risk management activities in the context of building a public policy framework
to support these activities.

There are severa key assumptions underlying this framework: (1) that public-
private partnerships are essentia to meet challenges posed by new technologies and non-
traditiondl thrests; (2) that 20™-century government command-control policy frameworks
and attitudes toward industry cooperation need to be adapted and modified to facilitate
this partnership; and (3) that both the public and the private sectors have to walk afine
line in baancing security, commercia and public interests.

The United States currently operates under a public policy framework that is
gradudly shifting in response to the changed nature of economic security. However,
many of the vestiges of twentieth century security structures and approaches till remain.
Whilethe U.S. is very well suited to handle conventiond assaults, and has developed
sophidticated gtrategies to ded with awide range of military threats, more emphasis
needs to be placed on integrating economic security measures into its strategic thinking.

The U.S. today is characterized by interdependence — government and industry
have interwoven and entwined interests, to the point whereit is estimated that dmost
90% of the country’s critica infrastructure is owned or administered by the private
sector.  Aswe enter the new millennium, cyber-terrorism, computer intrusions, and
ingder threats — whether through mdicious acts or benign neglect -- may dl contribute to
acritical and costly problem for the U.S. business community, and by extenson, to the
U.S.’s economic sustainability and critical infrastructure security.

To ensure that America s critical infrastructures are protected, the government
must work closely with the private sector.  In the pagt, this was Smply a question of
setting up a command-and- control structure, but there are severa reasons why this
framework needs to be changed. Firgt, thereis a question of resources. By pooling
resources, the government can leverage private sector assets, while at the sametime,
individua companies can tap into larger resources to better safeguard their private
interests as well.

Second, thereis afundamental trade- off in economic security. Critical
infrastructure protection has to be looked at, not just in terms of security, but in terms of
itsimpact on commerce and trade as well (it goes without saying thet thereisdso a
fundamenta link with civil liberties). The government should develop codt- benefit tests
to determine whether atool like the FBI “Carnivore’ program isinvasvelvduable. This
requires a nuanced and “political” gpproach to the issue, and the optimal way to achieve
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these benefits is by adopting a consultative approach before such tools are developed and
implemented.

Third, partnerships represent a strategic choice for both the government and its
private sector partners — voluntary commitments place less regulatory burdens but require
more trust and openness.

Findly, there isthe nature of the threat environment in a networked community.
Threets and incidents can happen to anyone at any time in seemingly random patterns. If
only for this reason, the ability to gather input from many sourcesis important.

However, to encourage private sector entities to voluntarily work with
government, and to cooperate amongst themselves, protections and incentives must be
given to businesses. Government agencies must recognize that while the private sector
collectively may have access to vast resources, individualy companies have finite
resources and have fiduciary obligations to their stockholders that may congrain their
public involvement. To the extent that government agencies can incentivize cooperation,
reduce regulatory and security burdens, the greater the ability will be for individua

companies to participate in security partnerships.

In discussions with eected officids and government agencies, the business
community must be able to articulate what barriers exist that could hinder the private
sector’ s ahility to manage risks associated with cyber security — many of which are not
fully understood, but dl of which may result in subgtantia harm and liability to the
commercia sector.

It is aso important that security partnerships be attractive to dl of the critica
infrastructure industries and be inclusive rather than exclusve. Inthisregard,
government agencies should be cognizant that different industries face different
congraints and different threats and should work to make partnership models as attractive
aspossiblefor dl of the critical infrastructure indugtries.

AsMetcalfe s Law dtates: the value of a network grows by the square of the size
of the network. So anetwork that is twice as large will be four times as vauable because
there are four times as many things that can be done due to the larger number of
interconnections. It ison the basis of this understanding that this public policy anayss
seeks to enhance the power, and the potentia, of the partnership model.

That being said, this White Peper isawork in progress. It is designed to serve as
abasisfor discusson for the development of public policy to enhance public-private
cooperation and critica infragtructure security.
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l. FOIA - Impedimentsto Sharing Information With the Government

Under the Freedom of Information Act (“FOIA™), there is a presumption that recordsin
the possession of agencies and departments of the executive branch of the U.S.
Government are ble to the people. Recognizing the legitimate need to restrict
disclosure of some information, and to promote cooperation with statutes and regulations,
however, Congress has provided for numerous exemptions under which information is
not subject to disclosure.

At present, it isnot clear that any of the existing FOIA exemptions would provide the
certainty of protection that many companies would require before believing that they
could safely disclose threat and vulnerability information to the government. The Davis-
Moran Act, currently being considered by Congress, would provide some leved of
protection for private sector companies that voluntarily provide cyber-security
information to the government under certain circumstances. It is uncertain whether this
legidation will pass.

Recommendation: Companies need to consider the FOIA issue as they work together to
develop coherent and workable policies to encourage the voluntary disclosure of threat
and vulnerability informeation to the government.
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Hypothetical

The financid services indudtry is derted to a pattern of internet-based attacks in which
smdl amounts of money are wired out of numerous customer accounts and transferred
overseas, where it becomes unrecoverable. In all cases, the banks have restored the funds
to the customer accounts, so no individual customers were harmed; nevertheless, the
reputational harm that could be caused has led to many ingtitutions being apprehensive
about their own vulnerabilities being disclosed to the generd public.

Congder the case of three Nationd Banks, Alpha Bank, Bravo Bank and Charlie Bark,
who perform risk assessments, and learn of vulnerabilities to their systlems under which
such an attack could take place. While the type of threats, and resulting vulnerabilities
are amilar, the information is disclosed to the government under three very different
scenarios.

Severd of the Federd banking regulators, including the Office of the Comptroller of the
Currency (OCC), the Office of Thrift Supervison, and the Federal Reserve, have asked
ther regulated indtitutions for informeation about these threets to help in the Federd
government’sanalysis of thisactivity. A consumer watchdog group that focuses on
careless banking practices— ALERT -- learns of the losses, and files a FOIA request to
make the information gathered by the agencies public.

For these examples, assume that The Davis-Moran Act has been signed into law, so there
isagpecific FOIA exemption for information about cyber threats voluntarily disclosed
pursuant to a government request.

AlphaBank voluntarily sharesinformation about a discovered software threst
with the Office of the Comptroller of the Currency. Based upon Davis-Moran, the
relevant agency FOIA adminigirator notes that the information was disclosed
pursuant to a specific agency request, and automatically excludes Alpha Bank’s
disclosure from ALERT’S FOIA request without the need for further inquiry.

Bravo Bank’ s software vulnerability information is inadvertently disclosed to the
OCC while bank ingpectors are reviewing Bravo's practices to ensure compliance
with exiging regulations. When ALERT's FOIA request is presented to the OCC
FOIA adminidrator, Bravo Bank’ s disclosure does not fal within the Davis-
Moran automatic exemption, and is not otherwise exempt under recent case law
on thetopic. Theinformationisreeased to ALERT, which posts Bravo Bank on
its “risky banks’ web page.

Charlie Bank discloses their vulnerability information at an industry conference

on eectronic banking. An OCC employeeis present, and the information isput in
areport and given to the divison contemplating agency action. Charlie Bank’s
disclosure is not within the Davis-Moran exemption, and is not otherwise exempt
under FOIA law and practice, S0 its vulnerability information is aso released to
ALERT and posted on the consumer watchdog' s web page.
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Companies should be advised that these are conceivable scenarios and should take
suitable notice. As shown by these examples, there may not be sufficient protection
currently offered to private-sector entities that disclose threat and vulnerability
information to the government. Unless the Partnership acts to improve industry
confidence, it islikely that Some companies may view government requests for such
information with awary eye. Thus, changesto FOIA may be needed to remove private
sector concerns about sharing information on critical infrastructure threats.

References:
Current Legidative proposals
H.R. 4246, Cyber Security Information Act 2000/Davis-Moran legidlation
Examples of laws passed
1998 Y2K Information and Readiness Disclosure Act

Over eighty FOIA Exemptions throughout body of USlaw (e.g., filing patent
application; submitting census information; filing IRStax returns).

Financial Institutions, Suspicious Activity Report (SAR) form (covers financial
institutions regulated by the Department of Treasury (OCC and OTS), Federal
Deposit Insurance Corporation, Federal Reserve, National Credit Union
Administration).

L egislative Next Steps

House Gover nment Reform Subcommittee on Government Management, Information
and Technology markup
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. Antitrust — Cyber Security Cooperation and Related Activities

Businesses need protection from unnecessary restrictions placed by Federd and state
antitrust laws on critica information sharing. However, antitrust concerns reach beyond
information sharing and encompass the full range of security cooperation srategies.

Neither the Department of Justice nor the Federal Trade Commission has embraced the
need to develop voluntary guidelines for cyber security cooperation — similar to the
guiddines the Federd government devel oped covering the hedth care industry.

Regardless of whether Davis-Moran passes, the PCIS would benefit from outlining an
antitrugt strategy that permits full and robust cooperation on security issues. Efforts
within the adminigtration might focus on both the FTC and DOJ staff responsible for
recent guiddine development (seg, eg., Antitrust Guiddinesfor the Licenang of
Intellectual Property — (http://www.usdoj.gov/atr/public/quiddinesipguidehtm). A
smilar date-based strategy may be necessary to preclude prosecution within the Sates.

Awareness and didogue on security cooperdation is an essentid ingredient for managing
legal risk associated with security cooperation. A PCIS antitrust Strategy cuts across all
sectors and worksto limit liability in thisimportant area.

Recommendation: Companies should inquire with the FTC and DOJ about guiddine
development for cyber security cooperation.

Recommendation: Companies should be aware that antitrust concerns reach beyond
information sharing and encompass the full range of security cooperation srategies.

Hypothetical

Security officids from twelve petroleum companies, representing 80 percent of the
industry, are meeting to form an ISAC. Possible security cooperation includes:

Sharing of threat and vulnerability information, discussing and dissemingting
industry standards and practices, and sharing other relevant data;

Using ISAC datato perform research and development activitiesin the cyber
security area, and/or

Licensng software products, developed by the ISAC with industry data, to
identify threets peculiar to the petroleum sector.
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Thisexampleisintended to highlight three distinct areas of security cooperation that may
lead to antitrugt ligbility. Federa antitrust law and policy is concerned with furthering
competition in the marketplace. Certain types of agreements, cooperative arrangements,
and information sharing amongst industry participants may have anticompetitive effects.
Thisis especidly the case where the agreements (or, collaborative models) have the
effect of raisng prices or reducing outputs — irrespective of intent.

Thus, even though the ISAC participantsin the hypothetica do not intend to violate
antitrust law, both the Federd Trade Commission and the Department of Jugtice, asthe
government’s lead agencies for antitrust enforcement, may bring an action againgt the

industry participants.

Both the Department of Justice and the Federal Trade Commission understand that
cooperation may actualy further competition and make good business sense. As aresult,
both agencies have carefully developed and issued severd Statements of Antitrust
Enforcement Policy (“Joint Antitrust Statements’), clarifying issues of cooperation
among competitors. Published statements include:

Licensang of Intdlectua Property;

Hedlth Care Joint Ventures and Mergers,

Collaborations Among Compsetitors, and

Joint Venture Relationships — induding international partners and corporations.

The Joint Antitrust Statements explicitly spell out what types of ventures, agreements,
and activities fall within a*“safety zone® of acceptable activities, as well as what activities
are per seillegd; the Joint Antitrust Statements additiondly provide a*“rule of reason”
andyssfor those otherwise fdling outsde the safety zone.

From the PCIS perspective, we are discussing cooperation among competitorsin high
profile and politicaly charged industries, such as petroleum companies, Internet Service
Providers, financid services, and insurance. The mere cooperation of large segments of
various markets may raise questions by non participating membersin relevant markets,
regulators, consumer organizations, and a variety of other politica actors, candidates,
agencies, and non-government organizations — thus increasing the risk of participation.

Althoughit is possible, and perhaps even likdly, that DOJFTC andysis of security-
related cooperation would ultimately be found to have alegitimate purpose, and not
foster anticompetitive effects, the better course of action might be for the PCIS to
consder fully the range of potentia antitrust liability, and to seek guidance and
gatements of policy from DOJFTC. These satements will work to limit and manage
risk associated with cooperation activities.

There are, of course, modds that the PCIS may utilize in discussions with relevant
agencies and regulaors. For example, most critical infrastructure protection programs
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will have amgor R&D component. The question arises whether there is some language
or provision that can be borrowed to serve asamodel. There are severd industry
cooperation models operating under legidative provisons currently in place such asthe
Nationa Center for Manufacturing Sciences and the Semi-Conductor Research
Corporation, so that the private sector does have meaningful experience that can be
gpplied. The U.S. Government has aready developed antitrust policy on research and
development activities, on IP licenaing, and on joint ventures — and these models may
eadly be gpplied to PCIS activities as well.

Recommendation: Corporate representatives should explore existing models of
legidation and apply past experience and lessons learned from these models to new CIP
ISSues.

References:

Current Legidative proposals

H.R. 4246, Cyber Security Information Act 2000

Examples of laws passed

1998 Y2K Information and Readiness Disclosure Act

U.S. Dep't of Justice, Justice Department Merger Guiddlines, 49 Fed. Reg. 26,823 (1984),
reprinted in 2 Trade Reg. Rep. (CCH) No. 655 PP4490-4495 (June 18, 1984).

1984 National Cooperative Research Act; 15 U.S.C. 4301.
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[11.  Liability — Managing Risk for Owners/Operators of Infrastructures

Businesses need to be shidded from legd ligbility for awide range of risk management
planning activity — such as performing risk assessments, testing infrastructure security, or
sharing certain threat and vulnerability information.

The PCIS should carefully and comprehensively consder liability concerns from
commercia, technologicd, and legd perspectives. The PCIS should use the

I nterdependency Vulnerability Assessment Working Group’ s findings as it determines
how to prioritize immediate/current risk concernsin terms of how they should be
gpproached in the public policy arena. Liability issues and solution sets should
complement PCIS efforts in other working groups and operate across dl critical
infrastructure sectors.

Current concerns for liability reach well beyond information sharing — which largely
defined the lega concernsfor the past two years. Information sharing is afoundation
issue for the PCIS, and thus ligbility resulting from the sharing of threat and vulnerability
information isvery red. There are, however, broader, and perhaps weightier liability
concerns tha are of immediate commercid importance.

Recommendation: Businesses should be aware that issues to be addressed in thisfield
include
Defining state-based duties of care for corporate senior management aswell as
directorg/officers.

Andyzing theimpact of the recently released Gramm- L each-Bliley cyber-security
regulations and discussing whether the PCIS should comment on the agencies
implementation plans— especidly since coverage will include entities beyond the
financid services community.

Discussing vendor-management legdl issues, including whether/how due
diligence modds are possible to implement in the Information Age.

Anayzing whether damages should be capped for downstream harm resulting
from cascading impact. This may be an appropriate areafor Federa preemption.

|dentifying gppropriate roles for Federal and state government to limit ligbility for
owners/operators of critica infrastructure facilities.

Developing an understanding of the insurance industry and working to fecilitate
Strategies that support cyber-security/ligbility insurance availability across dl
sectors; and

Liability that might arise due to inconsstent state and nationd laws that place
incongstent requirements on national or global companies.
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Hypothetical

Congress, worried about the release of corporate proprietary data and customer personal
information, passes a statute requiring Federal regulators to establish Federa cyber-
security guiddines. Significant portions of these guiddines focus on the importance of
performing arisk-assessment andyss and on involving senior management and directors
in dl sgnificant information-security decisons. The regulators mandate that cyber
security cover technical, physica, and adminidtrative aress.

Company Alpha, which provides td ecommunications-related services, and stores
sgnificant amounts of non-public customer data, performs a thorough risk assessment.
Company Alpha reviews arange of threats and vulnerabilities by involving company
representatives from each of the mgjor service centers and technology offices, involving
both itsinternal and externd auditorsin the review. Company Alpha subsequently fixes
avast mgority of the discovered gaps and security issues.

Company Alpha chooses, however, not to fix asmal number of the discovered security
vulnerabilities
Senior management reports these decisions to the CEO and Board of Directors.
The Directors query senior management on their decisions, which are based on
the high cost of fixing these problems, the low-risk assessment given them by the
audit committee reports, and a bdlief that the problems can be easily managed and
with compensating control.

A shared belief exists amongst manegement and the audit committee that these
low-leve risks are not likely to undermine delivery of services essentid to the
business or result in the loss of customer data; generd counsel agrees that the risk
is not sgnificantly large to warrant the added security costs.

The audit committee, working closgly with senior management, the Chief
Technology Officer, and a newly appointed Chief Information Security Officer,
prepare awritten information security plan, which includes a component on
managing the low-risk vulnerabilities, taking into account technologica solutions
and employee practices.

In contrast, Company Bravo chooses not to perform a comprehensive risk assessment
focused on consumer non-public privacy data. Internal and externa auditors do not
involve senior management, nor is the CEO or Board of Directorsinvolved in any of the
Company’sinformation security activities.

Both companies experience an “ingder” problem, resulting in the release of persondly
identifigble customer information. The New Y ork Times reports on the release of
customer data at both companies, leading to amassive drop in stock prices at both
Companies Alphaand Bravo. The Tria Bar celebrates asword is out on the first
information-security shareholder derivative lawsuits.

* * *

Section VI: Industry Interim Progress Reports

139



The PCIS might consider addressing duty of care and standard of care issuesrelating to
commercid information security matters. This hypothetica focuses on sandards of care
to protect non-public customer or privacy data— irrepective of the company’ s business
mode or service-ddivery practices.

The Davis-Moran legidation, now being debated by Congress, focuses on ligbility
resulting from information-sharing practices, but the exemption from liability is only for
information-security disclosures made under certain highly defined situations involving
information provided to the government.

Recommendation: Corporate representatives should consider several issues.
Should the PCIS promote exploration of the full range of legd ligbility issues?

If the PCIS, or other organizations, do not raise and move these issues forward,
what is the possible harm (Court decisons will establish standards? State
lawmakers will provide input into decision-making process, etc.?)

If the PCISis going to explore ligbility issues, what are the priorities?
How should the PCIS identify and support industry standards and duties of care?

Additiondly, should the PCIS identify strategies to raise awareness and/or to
effect palitica/legd change in this complex area?

References:

Current Legidative proposals

H.R. 4246, Cyber Security Information Act 2000
Examples of laws passed

1998 Y 2K Information and Readiness Disclosure Act
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V. Encryption

On duly 17, the Adminigtration announced a substantia further relaxation on
export controls on encryption as controlled by the latest policy effective on January 14.
For asummary and links to the press release, fact sheet, and text, goto
http://207.96.11.93/Encryption/Default.ntm

The January policy’ s significance was that licensng applications would often
draw positive answers where they would have been declined before. At the sametime,
cumbersome exigting rules and procedures largely remained in place. The European
Union, however, forced a prompt reconsderation of the January policy with its decision
to dlow encryption exports within the EU and selected other leading countrieson a
license-free basis, once again putting U.S. suppliers a a significant competitive
disadvantage. The October policy has the effect of removing that major advantage by
dlowing U.S. encryption exports on alicense-free basis to the EU and eight other
countries. The upshot isthat, for globa security solutions, U.S. firms across the board, as
licensees, can now rely on U.S. vendors as well asforeign vendors. Previoudy, foreign
gysemsintegrators and I T vendors enjoyed alegd advantage in serving globd
customers, whether based outsde or insdethe U.S.

On October 2, Commerce Secretary Norman Mineta announced that the
Department of Commerce had sdected a new encryption agorithm to become afedera
procurement standard.  The 23-year old, 56-bit Data Encryption Standard (DES) will be
succeeded as Federal Information Processing Standard (FIPS) by “Rijndadl,” a 256-bit
agorithm submitted by two Belgian programmers who -- as IBM had done with DES --
dedicated the formula to the public domain, making no patent clams. The announcement
(http:/mwww.nist.gov/public_affairsreleases/g00-176.htm) caps a three-year search; a
forma 90-day comment period will be announced soon in the Federal Register.
Replacement of DES has become increasingly urgent, as it presents intruders with only a
condant leve of difficulty in penetration, in the face of processing power available to
intruders advancing in accordance with Moore' s Law of price-performance doubling
every 18 to 24 months. The arriva of areplacement for DES is good newsfor dl firms
desiring to ratchet up their level of protection.

Both mgor policy deveopments, long in the making, largely coincide with the
inception of anew Adminidration, thus affording the best opportunity in years to move
past previous rancorous episodes in computer security issues. If government shows
gppreciation of the need for consultation, rather than presenting the private sector with a
fait accompli, and industry demonstrates an appreciation of the common dangers
confronting it dong with government, then afresh dart is possble.
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V. Cost Recovery

How will the cyberthrest defensive expenditures of U.S. firms be trested for
federa corporate income tax purposes? In particular, will firms be alowed to expense
these amounts or will they be required to amortize them, even if firms do not want to do
s0?

To the extent that firms can expense such expenditures, they are more able to
undertake them. Thisis especidly trueif, in some circumstances, government authorities
would have some reason for wanting a firm in question to erect higher defenses than the
firm’s management or board thought its fiduciary responsibilities cdled for. If the
government wants increased cyberthreat expenditures by industry, presumably favorable
rather than adverse tax trestment would be part of alarger government policy toward that
end.

Nonetheless, in the last decade the Internal Revenue Service has taken an
aggressve pogition on the expensing vs. depreciation issue. Emboldened by its success
before the Supreme Court in the 1992 INDOPCO case, the IRS now cals for companies
to amortize certain expenditures over time even when the taxpaying firm wantsto
expense them in one year and be done with it. The Supreme Court ruled that a target
company could not deduct the costs associated with a friendly takeover by another
company because the merger would lead to future benefits for the target company. Since
then, the IRS has been very aggressve in gpplying this decison to awide range of costs
incurred by businesses. In generd, the IRS takes the position that any cost that resultsin a
future benefit to a business must be capitaized, rather than deducted currently. The IRS
uses a broad definition of "future benefit" and, in many cases, has required companiesto
capitaize codts that they have been deducting for years. At this point, the service has
gpplied INDOPCO to awide range of costs incurred by businesses, including the costs
related to customer acquisition, contract bidding, post-merger severance, business
expansion, redoing software, equipment ingpection, plant closings, equipment moving,
environmenta remediation and equipment removal.

Recent favorable developments are the IRS s interpretations that firms
expenditures to meet 1SO 9000 quality standards and to achieve Y 2K compatibility may
be expensed. To the extent that firms are moving to meet recognized standards in the
computer security area, then the 1SO 9000 interpretation perhaps could serve as a
precedent. The PCIS notes both the potential upside and the potentid downside in the tax
trestment area and recognizes that structuring an appropriate tax policy to incentivize the
reduction of the nationd vulnerability to cyberthreatsis an integra part of the emerging
public policy framework that needs to be developed.
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V1. Economic Espionage and Trade Secrets

A magor motivation of commercia cyber security isthe protection of afirm's
trade secrets. While one can assign no precise value, about 75% of the roughly $10
trillion capitalization of today’s publicly traded companies represents the “ enterprise
vaue’ or increment above book vaue assigned to intangibles — business modd,
management and workforce strength, and intellectua property portfolio.

Four years ago, Congress passed the first-ever federa protection for trade secrets
in the marketplace with the Economic Espionage Act (EEA; P.L. 104-294), following
testimony by FBI Director Freeh that 23 countries had targeted the U.S. to sted the trade
secrets of leading U.S. firms. Estimates of the annua loss run to $250 or $300 hillion.
Thelaw contains harsh pendties and has been used sparingly.

The Trade Secrets Act (18 U.S.C. 1905), amuch older part of the crimina code,
makesit acrime for afederal employee to divulge a trade secret entrusted to that agency.
At the same time, years of litigation under the Freedom of Information Act — under which
one company has often sought to learn more about its competitor — have left agtuationin
which the case law suggests that cyber trouble reports to the government will not be
released. That result, however, is not spelled out in black and white.

An attack or attempted penetration of a corporate computer system may be hard to
characterize a fird. Isit of domestic or foreign origin? Initidly, one cannot tel; hence
the serious prison pendtiesin the EEA, which, while amed &t foreign agents, apply
equaly to al offenders. Does the attacker intend to disrupt systems or to purloin files?
Again, thiswill not be immediately obvious.

Corporate MIS, CIO, or chief security officers are working off a base of
protection of highly valuable corporate secrets that lend a competitive advantage against
espionage intended to purloin rather than to disrupt. Defending againgt deliberate
disruption represents anew chalenge, but presumably many of the same tools and
methods will continue to apply.

Data about attacks or attempted penetrations do not represent a trade secret in any
traditiona sense, as they do not lend any kind of competitive advantage. To the contrary,
cyber vulnerahilities, to extent they are not widdy shared — which in some cases they will
be — represent a compstitive disadvantage.

At the moment, companies can divulge trade secrets to the government with
greater confidence than trouble reports. Increasing the confidence of companies that
trouble reports will not be made public under the Freedom of Information Act iswhat the
Cyber Security Information Act, H.R. 4246 (Davis-Moran), is largely abouit.
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VII. International |ssues
Gods
> Fadlitate internationa law enforcement cooperation

> Edtablish minimum standards for cyber-security legidation taking into account loca
culturd and socid differences.

» Move away from command-control concepts to expanding partnership opportunities.

At thistime, the priority from an internationd public policy standpoint should be
to establish a collaborative internationd regime that facilitates law enforcement
cooperation, establishes a balance between commercia and security interests, and
facilitates internationa public-private partnership.

In this view, the chief threats to economic security are sub-nationd terrorist
groups, crimind organizations, mischief~-makers and hackers. Thisis not to say that the
U.S. should be blind to state- sponsored thregts, and companies are well advised not to
assume that their technologies cannot be targeted by state agents. However, al nations
have avested interest in working together to mitigate the damage caused by terrorism,
crime, and mischief.

Currently, there are — broadly speaking — four different cases that need to be
managed: (1) cooperation with developed countries, perhaps best captured through the
framework of the OECD; (2) cooperation with emerging countries such as Brazil and the
Philippines; (3) cooperation with communist and post-communist Sates; and (4)
containment of what were formerly known as “rogue’ states.

In thefirst case, there are anumber of initiatives adready underway. Perhapsthe
maost sgnificant of which isthe Council of Europe s Draft Convention on Cybercrime.

On October 2, the Council of Europe released Version No. 22, Revison 2, of its
Draft Convention on Cyber-crime, which would grant police much greater powersto
access el ectronic information. The convention is an atempt to standardize computer
crime Statutes throughout Europe, and require signatories to cooperate with one another.
The Council of Europe is pushing for the Convention to be agreed to by December.

The convention proposes among other things that countries adopt laws
crimindizing unauthorized computer access or datainterception or manipulation, as well
as the possession of passwords or other common security tools if they are held with the
intent to commit an offense. It aso proposes laws to enable government accessto
encrypted information and to expand copyright protections.

(The Council of Europe “Draft Convention on Cyber-crime” is open for public comment
(emall: DAJ@QCOE.INT))
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However, acodition of 28 prominent internationa cyber-rights organizations
have come out againg the current draft, Sating that it could result in outlawing network
security tools and would require companies to review and keep extensive logs of the
message traffic on their systems. In aletter sent to the Council of Europe Secretary
Generd, the Globd Internet Liberty Campaign, which includes prominent groups from
the U.S,, France, Britain, Audtraia, Bulgaria, Canada, Itdy, South Africa, Audtriag, the
Netherlands, and Denmark, clamsthe treaty is little more than alaw enforcement wish
list. Industry has expressed smilar and additiona concerns related to the regulatory
burden and cost of certain proposed measures. Indusiry representatives should advise the
next U.S. government about these problems, and encourage the next government to work
with the Council of Europe and the OECD to revise their current policy and move toward
amore “partnership” oriented modd.

The second and third cases — creating cooperative models with communist and
post-communist countries and with developing countries can be trested in relatively
gmilar fashion. In these cases, the U.S. may wish to propose basic legd formulas for
tresting cybercrime and establish basic ground rules for law enforcement cooperation.
These formulas should be flexible and take into account socid and cultura differences.

Companies should be aware that countries like Brazil, Mexico, Indig, the
Philippines, China, and Russia have developed significant computer and technicaly
literate populations, and either do not currently have cybercrime legidation, do not have
comprehensive legidation, or do not have adequate enforcement and remedy provisions.

Thisisimportant to bear in mind, congdering that the Philippine sudent who
adlegedly unleashed the 1 Love You" virus did not bregk any cybercrime laws.

Creating agloba consensus to promote the benefits of cooperating to safeguard
network systems and to facilitate Sate-sate, public- private cooperation will enhance
economic stability and have other commercia and political benefits.

In the fourth case — dealing with countries such as Cuba, Iran, Irag, and North
Korea— cybersecurity discussions should be integrated into other ongoing diplomatic
discussons as part of the overdl set of issuesinvolved in relations with these Sates.
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VIII. Attachments

There are various other matters that require immediate examination and thought. As
areault, attached to this White Paper are severa support documents, including:

A liging of legidative initiatives that were consdered by the U.S. House of
Representatives and Senate in the Fall of 2000 (Attachment 1);

A liging of additiond legd issues (Attachment 2);

A liging of a st of principles for voluntary information sharing (Attachment 3);

A summary of an Amendment offered by Senator Bennett to require the Defense
Department to clearly defineits contribution to critica infrastructure issues— both
public and private sector related (Attachment 4);

A summary of the Cyber Security Information Act, H.R. 4246 (Attachment 5);
and

A summary of the Interagency Security Guidelines published pursuant to the
Gramm:-Leach-Bliley Act (Attachment 6).

Sdect legd definitions (Attachment 7).
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Attachment 1
2000 House and Senate L egidative Proposals

In addition to HR4246 (Attachment 5), the following are alist of other measures
under consderation by the House of Representatives and the Senate that could affect the
public policy framework governing critical infrastructure protection. The variety of
legidative proposds reflect different strands of current U.S. drategic thinking vis-a-vis
critical infrastructure protection and the range and complexity of issues that need to be
addressed.

Department of Defense Authorization Act (H.R. 4205) — “ Bennett-Schumer”
Amendment: Under thislegidation the Department of Defenseis:
> required to better defineitsrole in, and explain to Congressiits coordination with
other governmenta efforts rdated to, critica infrastructure and information
System protection
> given $15 million to recruit cyberwarfare specidists
> given $5 million to create an Indtitute for Defense Computer Security and
Information Protection
» authorized to provide loan guarantees to improve domestic preparedness to
combat cyberterrorism.

H.R. 2413 — Computer Security Enhancement Act of 2000: H.R. 2413 would require
the National Ingtitute of Science and Technology (NIST) to serve as a computer security
consultant for federa civilian agencies. NIST would offer the government guidance on
protecting the security and privacy of sengtive information in agency computer systems.
Inthisrole, NIST would be encouraged to recommend “technology neutral” solutionsto
security problems, and to advise government agencies on which “off-the-shdf” computer
Security products met with the government's standards. H.R. 2413 also would require

NIST to study the effectiveness of commercidly available encryption products.

H.R. 4987 — Digital Privacy Act of 2000: Would ease law-enforcement monitoring of
€lectronic communicetions.

H.R. 5018 — Electronic Communications Privacy Act of 2000: Assubgantidly
revised, H.R. 5018 is primarily focused on privacy concernsraised in reection to the
FBI’'s*Carnivore’ e-mail surveillance program. Because it is vadtly different from the
primary Senate-passed cybercrime bill (S. 2448, below), no further action islikely at this
late dete in the legidative year.

Senate Bills

S. 1314 — Computer Crime Enforcement Act: S. 1314 would authorize $25 million
for the Department of Justice to help states develop computer crime enforcement units.
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S. 1993 (Government Information Security Act): Attemptsto strengthen federa
information security practices and coordinate government information security efforts
with those of the civilian, security, and law enforcement communities.

S. 2430 (Internet Security Act of 2000): Broadens the scope of the existing $5,000-10ss
minimum required to permit federd jurisdiction over computer hacking cases, permits
forfeiture of property used in computer hacking crimes, increases the availability of law-
enforcement wiretgpping, and diminates mandatory minimum sentences for certain
computer hacking crimes.

S. 2448 — Internet Integrity and Critical Infrastructure Protection Act of 2000: As
amended, S. 2448 would, among other things, give the Secret Service jurisdiction to
investigate certain computer crimes, including those againgt financid indtitutions,

increase pendlties for crimind activity that used encryption; authorize $5 million to
establish a Deputy Assistant Attorney Generd to oversee the Justice Department's
Computer Crime and Intellectual Property Section, and give DoJ $80 million to creete 10
regiona computer forensic labs that would provide education, training, and forensc
capabilitiesto gate and loca law enforcement charged with investigating computer
crimes, and another $20 million to establish a Nationd Cyber Crime Technica Support
Center. The bill would aso permit the confiscation of equipment used to commit
computer crimes, alow the prosecution of juveniles, increase various computer-crime
pendties to as much as 20 years in prison, and would require the U.S. Sentencing
Commission to review and perhaps revise the sentencing guidelines for computer crimes,
induding dimination of the Sx-month mandatory minimum sentence for reckless crimes.

S. 2451: Creates aNationd Commission on Cybersecurity, increases pendtiesfor certain
computer crimes, and broadens the applicability of those pendties.

S. 3188 — Cyber Security Enhancement Act: S. 3188 would cdl for more protection
for U.S. criticd infrastructure from hackers, terrorists and rogue nations by alowing
companies to voluntarily submit information that the government would not otherwise
have about wesknessesin their online systems, as well asinformation on threats and
attacks to the federd government, without fearing that the information would be subject
to disclosure under the Freedom of Information Act. In addition, S. 3188 would permit
the Attorney Generd to issue adminidrative subpoenas to trace cyberattacks, and would
require the A.G. to report to Congress on plans to standardize information requests to
business, and efforts to encourage the technologica prevention of fasfying e-mal
addresses.
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Attachment 2

Additional Issuesfor Future Condderation

State Legd and Public Policy Issues

Current and prospective state laws should be reviewed and assessed. The extent to which
such laws would be preempted by federd law should also be assessed.

Smplifying and Clarifying Industry-Government Relations

Industry isworking with a number of different government agencies on CIP issues.
These relaionships should be mapped out, and this may facilitate public- private
engagement and streamlining practices.

Federd Regulaions

Proposed federd regulations should not be issued without first evaluating their impact on
critica infrastructure, akin to an Environmenta Impact Statement, and should not be
finalized without attempting to mitigate any adverse effect. There are now severa
pending rulemakings that have serious adverse impacts on critical infrastructure
providers, and thereis no federa policy which requires those impacts even to be
congdered, much less gppropriately accommodated.

The Impact of Privacy on Security 1ssues

Public and Private Access
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Attachment 3
Initial Set of Principlesfor Voluntary Information Sharing

Exigting laws should be adapted as necessary to dlow appropriate levels of
voluntary information sharing among companies, and between the private sector
and government.

Industry should continue to monitor the private sector portion of the Nation's
critica infragtructure and should cooperate both interndly and with government
in reporting and exchanging information, as gppropriate, concerning thrests,
attacks, and protective and recovery measures. Coordination among principas
must facilitate creation of respongible activities ranging from early warning
systems to response, restoration, and recovery initiatives.

The creetion and operation of voluntary informationsharing mechanisms or
processes should not expose participants to additional regulatory or other
proximate liability. Private industry effortsto avoid or reduce cyber-threats and
other harm to criticd infrastructure should be given regulatory "safe-harbor”
gtatus, and should be favored under the law at least as much as "Good Samaritan™
efforts.

Didtinctions should be made among cyber- mischief; cyber-crime and cyber-war to
darify juridictiond issues and determine appropriate responses. The adequacy of
current laws to prevent these threats must be reviewed. As necessary, existing
laws should be adapted to take these mattersinto account.
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Attachment 4
Summary of Bennett Amendment

On June 20, the Senate unanimously gpproved Bennett- Schumer, which requires
the Department of Defense, and al other agencies to report to Congress on plans
and programs to organize and coordinate defense againg attacks on critical
infrastructures and critical information systems in both the public and private
sectors.

The legidation is principaly amed a requiring the Defense Department to
define itsrole in PDD-63 activities. Specific requirements include:

0 ldentifying the necessary definitions of a“nationdly sgnificant cyber-
event” and “ cyber-recondtitution”;

0 Describing how the Defense Department is working within the
Intelligence Community to identify, detect and counter the threet of
information warfare of foreign states and transnationda organizations, and

0 Explaning how the Defense Department is integrating the Nationd
Communications Systems and the Joint Task Force/Computer Network
Defenseinto an Indications and Warning architecture.

The proposed legidation aso requires the President to submit a report to Congress
by July 2001 detailing the specific steps the Federd government has taken to
develop infrastructure assurance strategies, as outlined in PDD-63.

The bill was accepted unanimoudy as an amendment to the Department of
Defense Authorization Act, which is currently pending in the Senate.

Keep in mind that the bill does not relate to the Computer Security Act of 1987,
and the reped of Nationa Security Decision Directive 145, which dedlt with
authority to creste minimum computer security stlandards and guideines within
the Federa government. Reather, the emphasisis wholly on identifying aclear
role for the Defense Department in the on-going PDD-63 activities.
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Attachment 5
Summary of “ Cyber Security Information Act of 2000

H.R. 4246, “The Cyber Security Information Act of 2000” introduced by
Congressmen Tom Davis (R-VA) and Jm Moran (D-VA) accomplishes two mgor goas.
Firdt, it provides limited protection from unintended uses for cyber-security information
voluntarily shared with the federa government. Second, it describes dternative
mechanisms for sharing such information with the government.

Asfor the mechanisms for sharing cyber-security information with the
government, the Act specifies that the government may ask for voluntary submittd,
directly to the government, of detailed company- pecific cyber-security information (as
defined) in order to assess the cyber-security of an industry or economic sector. Further,
the government may request that cyber- security data be submitted to a non-governmenta
entity that agreesto coordinate such data gathering and then pass on that information to
the government, most likely by means of its own summary and assessment of the data. In
addition, such non-governmentd entity may obtain the benefits of this provison evenif it
performs those functions without first being asked by the government, aslong as it does
in fact provide such cyber-security data and/or andysis to the government.

Next, regarding the protections provided to cyber-security information , the Act
dipulates that any and dl cyber-security information (as defined) voluntarily provided to
the government or aforesaid norn-governmenta entity will be given abroad immunity
from forced release to any other entity or individud. Thisis accomplished in two ways.
Fird, the Act specifiesthat al cyber-security information voluntarily provided to the
government pursuant to this processis deemed to be exempted from disclosure under the
Freedom of Information Act (FOIA). This exemption is Smilar to dready-existing FOIA
exemptions, such as those for trade secrets and nationa security, but would not be subject
to the uncertainties, vagaries, and delay of case-by-case agency determination, ong with
any atendant litigation delays associated with making such case-by-case determinations.
Moreover, to the extent that any such cyber-security data actualy held by athird party
could be said to be held by the government by virtue of that third party acting on behalf
of the government, FOIA would still not require the release of such data.

Second, no entity may use any other means (such as a subpoena) to force the
government or the third-party data- gatherer to yield up cyber-security data. However, to
ensure that the government obtains the full use of any related or smilar data that it
receives, and that no injustice would be worked againgt a party to litigation, the Act
further provides that cyber-security data can be used (a) by the government if obtained
pursuant to some statutory or regulatory requirement (rether than voluntarily), or (b) by
anyone for any purpose once the information has been made public with the permission
of the originating entity. Moreover, alitigant may utilize any existing lawful means
dready available to it (such as a subpoena) to obtain such data directly from the
originator.
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Attachment 6
Summary of Gramm-L each-Bliley Cyber-Security Provisons

In November of 1999, Congress passed the Financia Services Modernization Act,
referred to as the Gramm-Leach-Bliley Act (“G-L-B"), repeding Glass- Steagdll
and streamlining the financid services legidative and regulatory framework.

In response to pressure from the privacy community, which was concerned about
customer information being circulated within the newly opened financid services
atmosphere, Congressincluded language in G-L-B to protect persond information
in the possession of the financid services indudtry.

Generdly spesking, the satute mandates that various federd regulators “ establish
gppropriate sandards for the financid indtitutions subject to their jurisdiction” for
identifying and protecting certain customer information (Refer to Sections 501 to
505 of the law):

(1) Toinsure the security and confidentiality of customer records
and information;

(2) To protect against any anticipated threats or hazards to the
security or integrity of such records; and

(3) To protect against unauthorized access to or use of such
records or information which could result in substantial harm
or inconvenience of any customer.

The law includes three distinct requirements: technica protection (cyber-
security), administrative protection (socid engineering policies), and physica
security protection. (Collectively, “cyber-security”):

Relevant agencies and department include: the Securities & Exchange
Commission, Federd Deposit Insurance Corporation, Department of Treasury
entities (OCC and the OTYS), the Federd Reserve Board of Governors, and the
Nationa Credit Union Administration.

Congress additionaly requires state-based insurance regulators to issue smilar
Sandards for entities under their jurisdiction; failure to do so may result in
curtailed federd funding, such as FDIC- provided insurance guarantees.

In response to the statute, severa of the listed agencies and departments
cooperated to devel op appropriate standards and guidance, forming the Financia
Services Legd Working Group, which met during asix-month period to develop
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a sophisticated collection of cyber-security guidance materids. The* Interagency
Guiddines’ were published in the Federa Register on June 26, 2000.

The Interagency Guiddines establish severd key responghilities:

0 Involving the Board of Directors and Senior Management throughout the
information security planning process;

0 ldentifying threats and vulnerabilities to information and cyber systems,
0 Peforming arisk assessment based on these threats and vulnerabilities,

0 Overseeing and carefully managing vendors that have access to customer
data (“due diligence’” standards); and

0 Implementing awritten information security policy and program.

In addition, the guidance materids require implementing various other due-
diligence responghilities, such astraining saff, preparing emergency response
programs and business contingency plans, and gppointing a Chief Information
Security Officer.

While G-L-B isaimed at the financid services indudtry, the reach of the law is
unclear; the Federd Trade Commission has jurisdiction to issue cyber-security
guiddines for entities under itsjurisdiction — which indudes, in effect — anyone
engaged in e-commerce. In addition, G-L-B applies explicitly to affiliates and
service providers who maintain or process any of the targeted customer data.

How these Interagency Guiddineswill be used in litigation is dso aSgnificant
issue. In particular, industry and government should monitor the extent to which
the Interagency Guiddines establish aduty of care or industry standard, which
may be relied on in litigation gemming from a cyber-intrusion or breach of
confidential customer data.

Comments must be received not later than August 25, 2000. Agencieswill
separately review the responses and publish find rulesthisfal. The satutory
deadline is November 13, athough agencies may choose to extend the deadline.
Compliance is mandated by July 2001.

One complex question is the extent to which the FTC will engage the cyber-
security issue. The agency has dways taken an aggressive gpproach to online
privacy, and to the extent that security relatesto privacy concerns, they, too,
might issue their own regulations for amultitude of other industries. As
mentioned, service providersthat hold or process any of the persona information
covered by the G-L-B are aso subject to the regulations. This, too, may serve as
ahook for the FTC — or another agency — to regulate cyber security issues. An
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additiond complexity is the extent to which sate agencies will publish cyber-
Security guiddines,

The SEC published its proposed rules on March 8, 2000 (65 Fed. Reg. 12354
(March 8, 2000)). (Insum, afinancial institution may be in compliance if it
adopts measures to protect against reasonably anticipated threats and hazards).
The SEC has not devel oped, nor does it plan to prepare, any further regulaionsin
thisarea. Smilarly, the FTC has not prepared specific guidance or regulationsin

the security area.

One other complex, unresolved issue is the extent to which the Interagency
Guiddines will be enforced as regulations or left as voluntary guidelines by each
department/agency. The regulators are seeking comment on these and other issues
rased in the materids.
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Attachment 7
Legal Definitions

Due Diligence. Actions expected from a reasonable and prudent person under particular
circumstances. Such diligenceis not measured by any absolute standard but depends
upon the relative facts of a pecia case (see “Reasonable’ below).

Duty of Care. An obligation to conform to alegal standard of reasonable conduct in
light of apparent risk. In a negligence context, the word “duty” denotes the fact that the
actor is required to conduct himself in a specific manner. If he does not, he becomes
subject to lighility to the party to whom the duty is owed for injuries resulting from the
nonconforming conduct. For example, a corporate officer has aduty of care over
corporate assets.

Limitation of Liability (Acts). State and federa dtatutes that limit liability for certain
types of damages (lost profits, costs, etc.) or of certain groups or persons (liability of
corporate officers for certain acts of the corporation). When used to limit damages,
sometimes referred to asa“ cap.”

Precedent. An adjudged case or decision of acourt, consdered as furnishing an example
or authority for an identicd or amilar case arising afterward or a Smilar question of law.

Preemption - Doctrine, adopted by the United States Supreme Court, holding that certain
matters are of such nationd, as opposed to locd, character that federa laws take
precedence over date laws. In such a situation, a state may not pass alaw inconsstent
with the federd law.

Per selllegal. “Per 2" means in itsdf; taken done; inherently. In an antitrust context,
certain types of business agreements, like price-fixing, are consdered “per <&’ illega
because they are deemed to be inherently anti-competitive and injurious to the public.

For those acts, courts do not examine whether there has been any actual damage from the
activity. Liability isimposed smply because the act took place.

Reasonable — Fair, proper, just, moderate, suitable under the circumstances. For
example, if two companies exchange information regarding infrastructure security, those
actions would be judged based upon what other smilarly stuated companieswould doin
like circumstances.

Rule of Reason. Under the “rule of reason” test in antitrust cases, the legdity of
restraints on trade is determined by weighing al of the factors of the case, such asthe
higtory of the restraint, the evil dleged to exi<, the reason for adopting a particular
remedy and the purpose or end sought to be attained. The fact finder must weigh dl the
circumstances to decide whether a practice unreasonably restrains competition, and the
test requires that a plaintiff show anti-competitive effects or actua harm to competition
and not smply whether agiven practice is “unfair.”
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Safe Harbor. Usudly refersto aset of guiddines established so that companies can be
protected from ligbility or regulation under agiven law. For example, a Satute might
date that if acompany takes actions“A”, “B”, and “C”, then, depending on the statute,
that company would ether avoid liahility, limit its potentid liakility or be exempt from
regulation.

Trade Secret. A “trade secret” may condst of any formula, pattern, concept or device
used in one' s business which gives an advantage over competitors who do not know or
useit. Trade Secrets areintellectud property, but do not necessarily have patent,
trademark, or other forma intellectua property protection.
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